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Abstract As access control management to enterprise I'T systems is crucial, an RBAC-based
access control management system in needed. To design roles in such a system, because the top-
down role designing by an administrator is consume high workload, the bottom-up approach
that extracts roles from access control lists is needed. In this paper, we propose a role mining
method that uses the similarity of permission sets to discover permission pattern to extract
roles that assigned much user and permission. We evaluate the proposed method using network
filtering rules as input data. As a result, the proposed method can extract the less number of
roles than an existing method, and renders more reproduction rate. This result implicates that
the proposed method is more effective from the viewpoint of decreasing role designing load.

1 0O0Oo0oo RBAC(Role-based Access Control)[2]0 000

O0OO0OORBACOOOODOOOOODO (ODDO)O
0o0o0J-soXoooooooooddoddl gooooooooooooooooooon

O0o0o0oooobooooooooooooooD gooooooooooooo

goooooooIroboooooobon RBACOODOOOOOOOOOODOOOOO
ooooooooooITO0O0o00000  pgooOoOo0o00O00O000Do0O0oooon
00000 UDO00000000ITO000 Qgpo000000000000000000
gooooooooooobooooooonog 00000000000 ooDooooooon
goobooooooboboobooooooon Oo00000o00oooooooooooono

0([@00o00)00000oooon 000000000000 000000000O0
0000000000000 000000



000000000000000000000
000000000000000000000
000 [3)[4)5)000000000000000
00000D0000000000000000
000000000000000000000
0000000000
00000000000000000000
000000000000000000000
0000000000000000000000
00 [3[5)0000000000000000
000000000000000000000
000000000000000000000
0000000000000
00000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000

2 JOooooboood
2.1 RBACOOOOO

gbgoooooobobobobooon
(Access Control List: ACL)0 0000000
ggobbbooouobbuoooboboboooon
goooboboobobbooboobooa
ggobobbooobobbooobboooon
gooobooobooboobooboobo
ogoooooobooooo

O0O00O0OO0OO0ORBAC)2|DO0O0OOOOO
gogoobobboooobbobuooobaoon
godooboboooooobooooboon
gogooobooobboobbobuoooon
godoobobbooooobobbobuooooo
gbdgbobobobobbooooboobon
gooobooooobobooobuooooo
gogboboobbboooouobbbouooaon
gooooooooon

0000 RBACODODOOODOODODODO
gogobobboobobobuooooboboooon
goodbobobobobuooboboobo
gbooboootogoboogbobooogoon
gooooboobooboboobooboobo
gooooooobooboooga

gbooobboooboboobobooobo
ggobooobobobuoooobbuoooon
gbooboobobobooboobooboboboo
ggoobobtoooobbooobbooan

000000000000000000000
0000000000000000000000
00000000000000000000
0000000000000000000000
000000000000000000000
000000000000000000000
00000000000000000 1000
000000000000000000000
000000000000000000000
000000000000000000000
0000000000000000000000
00000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
0000 [3p000000000oooooon
000000000000000000000
0000000000000000000000
000000000000000000000
000000000000000000000
0000000000
00000000000000000000
000000000000000000000
0000000000

DS N

| 2HORY
SEEE

| W

Lol :l

BAOEEE
TERAD
ITORT L

Ul gobooooooo
22 QJOOooo

gooobooboooboooooooonon
O0ACLOOO RBACOOOOODODOOOO

ACLODOO0ODO«000D00000 oO0O
00000 «00000000 p=(o,a)00
00000ACL={(u,p)} 0000000

RBACOODO r000 R={r}00000
000000 UA={(ru)}00000000
Oooooooo PA={(rnp}0O000O0OO
00000030 € R(r,u) e UA,(r,p) € PA
O0000oooooooooo (w,p)0O0OO
ooooooboooooooooooooooo
oo, 00000oodooooooa



Ui = {Vu, (ri,u) e UAYOOOOOOO00O0
00 P, ={Vp,(ri,p) € PA}ODOODOODOr O
(U, )00 0000000000000 0OOO
oooooooor=(U,P)0000000O
gooon
D00000000ACL = {(u,p)} 000
000000 r=(U,P)000 R={r}00
00000000000 00000ORBACODO
gogogbooooo-goobbboooon
0000000 Rule(ryD000OOC0ODODOO
gooon
Rule(r)=U® P (1)

000D00D000000000 ACLOO (1)
000000000000000000000
000

00000000000000000000
000000000 N, 00000 R 000
000 (2)0(3)000000

Ny = |R| (2)

R, =| |J Role(r)/|ACL]  (3)
Vr;€ER

00000000000000000000
000000000000000000000
0000000000000000000000
000000000000000000000
00000000000 ACLOO0OOOO0
000000000000000000000
000000000000000000000
000000000000000000000
0000000000000
000000000000000000000
(2)0000,0 (3)0000000000ACL
00 (1)00000000000000000
0000000000000000

3 bOoOoO0
000000000000000000000

e JUUOOOOOOOOOOODODDOODO

e JODODODOODOODOODODOD
oooon

ggodooobobbbboooooooobDbo
gbooobooboboboboooboobo
gobodgboobbooboobobod
gobgbooboooooobooooboo
gbgbobooboooboboobaoobda
gbooboooboobobooboobooobo
goooboobobooooooboboobo
gobooboooboobbooboonboo

gboooooobobooboboboboono
goboboooobooooooooogn
gboobooobooboboobobooobogan
gobooooboobooboooobogon
gboooobooon

3.1 0O0gooobooooobo

gboooooobooboooboboono
googn

g

[DO00000O00oO0oooooooo)
oobooooobooonD A, RL,O000000
0000 (4)o0o0oooooooooo

Sim(Py, Pp) = 2|PL N Po| /(| PL| + [P2|) - (4)

gboooboobooboobooooboboo
goboobooboooboooobooogon
goboobbobobooooobobooooboon
gooooogoooooooooooooooo
gbobooooooooobooboobobooooogon
gooooooooooooooooooo

3.2 0UOgooono

gboobooboboboobobodono
gobooooboobobooobbooobon
gboooboogd

0
oooo)
1. ACLOODODOOO0OOOOO R=0000
2. ACLOODDOODDONOOOONOODO
000000000000 Sg={Gu}O
00
3. S¢0000000000 Gu; 000 0ACL
0000000000 ARu; = {(um, *, *),
Um € Gu;} 000
4. 0 ARy; 00000ARy, 0000000
0000000000000000000
00000000 ARup; 000
5. 0 ARup; 00000000000 U;000
00000000 RO00O0OO0 =
(U;,P,)0 ROOO
6. 00000 RODOO

gobooboboobooobooboooon
gbogbooobobooobobooboban
gooobooobooboooobooobgan
gboboboobobobooboboaoogad
gboooooboboboobooooobgn
gbbooobuooboaobboobooab



3.2.1 0O0O0O0O0OOO

uoboogoboboobboobobooooo
gboooooboobonobooboboobo
gbooooogbouooboboobgaobd
gobooboooboboooboo

uboobobuoobouoboboooo
gboooboobobooboboobaoobo
goooboobobooboobooogoboobn

goooobobobobbobooooooooboobon

000000000000000000000
000000000000000000000
oooooo
00000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
0oooooo
0
(1)0000000
00000000000000000000
000000000000000000000
0ooo
00000000000000000000
000000000000000000000
0000000000000000000000
000000000000000000000
0,00000000«(()00000000
00000000 Pu(,)000000000
0000 Sim(P(u(l)), P(u(l;)))000000
000000000000000 (00000
0oooooo0
0000000000000000000

gbobobooooboboooonoooboon

googoooooooobbbooooobooboon
oooooooobobooo0ooooooo

ggoooobbobbboooooooooboobo

00000000000000000000
000000000000000000000
oooo
O
[DoooO0O0O0O0O000]
000000000000000000 0
000000000000000000000
00 L(n)00000005000000

Simy(ng,n;) =

min Sim(P(u(l)), P(u(l )
g Sim(P(u(l), Plulin) (9
gooooooooooboboooooooo
0o0ooooooooooonood ;0000
00000 ci1(ng),e2(ny) 000000 p(ng) O
O0000U0oU0oU0oOooooooooo (6]
gooooooooooooo

[DooooooooO]

1. 00000o00oooooooobooooa
oooNOOOooOOd

2. Simp(ni,nj),VYn;,,n; e NOOODOOOO
Oo00o0oO0ooooTsooooo

3. TsO00000000000000 (ni,nj)
ooooo

4. 000000 n, 00000 p(ng) = nyp,
p(nj) = np,c1(np) = ni,ca(nyp) = n; O
oo

5. N = (Nn{np})\{ni,n;} 000

6. T's O Simy,(ny, ), Vo, e NOODOODO
Simp (1, n), Simy (N, M), Y1y, € N O
gooao

7. |N|=10000ne NOOOOOOOO
gboooooooobooooooooo
googod

gbooboboboonoooboboobo

gboboooboobobooboboood
gboboooboboobobooobobon
gboogbuooboogaboobooboobg
gboooboobooboboobobooooboan
gboooogo

d

(2)00000000

gboobobooobobooboboono

goboboooboobooboobooobogon
goobobbooooooooooooboooboo
goboooobooboobooboboogon
goooooooooooooooon

gbooobobooobbooooboboo

gboboooooboobooboooooan
goooobooboobooon

gbooboooboboobooooo 200

000300000000000000000
000000000000007000000
00000000 00000000000
00000000 L(n,) 0000

n1 O ALk s—k

ul u2 u3 u4 us5 ub u7 ud ut Uz us u4

n2,n3NFELEIEEUT n4,nSOELEAEEUL
—n2,n3EROALU/—EIZ —ut,u2,u3,us®y JL—FI=

0200000000000



[DooooooOo]

1. 0060000000000000 Sg=
poooo

2. 0000000 ne=n, 000000
. 0ddoououoooon
(a) n.,0000000DODOODOOOO
(b) Sim(ci(ne),c2(ne)) > 0 0000
000000000 Gu; = {u(lm)},
Vi € L(n,) 0 Sg0 00
(¢ DODODOOOODOc(ne),c2(ne) 00
Uoooooobgdn.0oobo
ooooboobooboobon

4. 0000O0DO0OOODOO0O0 SgO0ODO

goooboooobooooboonb 20
gbooobooooboboooboboobooboaooba
gboooboobobobobobooboobo
gobooboobboooboobooo

0000000 3(k)0000b00oooog
gboobobooboboobobooobd
goooboobooboboooboobo
gbobogboobboobooboooo

gbooobobooobobooooboooobo
gbooooogbouooboboobgaobd
gobooobobooobobooobooboooog
gbogbobooboboobobodod
gbobobbobpooboboobooooooobo
gbogbooboboobuooobooobda
gobooooobooooon

gbooooboooboobboooboon
goboobobobobooobobobobobo
gobooboooooooooboboooooboobooon
gboooboobobooobobobooboaooo
gbooboboobo

4 0O0O00OO0O
41 0O0O0ODO

uboobouobobooboboooo
gbooboooboboobooboboobo
gbobooogboobobobooboobd
goooobIpOb0OO00OO0DODOOODODO
goooIipoooooooboOooooboon
gboooboboooboboobobooobo
goboooobg 1410000000 492000
goobooood

gboobobooboz22000000000
NrOoooo R O00OD0OOO0OO0DOOODOOO
R, /N, 0000000O0DOO0ODOOODOODOO
gboooboobooboooobobooboobooooo
gboopoobooboboboooboboon

4.2 0000000
4.2.1 0OD0OO0O0OOOOOOO

00000000000000000000
000000 6 =0.9,0.7,0503000000
000000000000000000000
10000

01000000
00 |0000 N, | 000 R, | R:/N,
0.9 45 0.36 0.0080
0.7 50 0.58 0.0116
0.5 82 0.60 0.0073
0.3 77 0.58 0.0075

01000000006=0.70000 R,/N,
gbogboboobboobooboobogad
gbooobooooboobooooboogn
gboobobooboobobobodaogad
gboobobooobobooooooogn
gboobooooboobboobooboo
gboboooboboooboboooboooboon
ooooooooog

4.2.2 000O0O0OO0OOOO
0000000 300000000 Greedy

000000000000 000D00O00OQOGreedy

gobo0oloboooooooooboooboo
000000000000000 10000 (O
O000)0ooOoOoOooOoOOoOoOoOoOoOOO
gboboooobboo 4230000000
gooooooobobooobooboooooo or
goooooo

gboooboboooboobooobooboo
goboooooooobooo20bo00boo0
gobooboooooobooogoboboogn
gobboooboboooobooooobooooon
ooobobooooboooooboooobooog

gboobooobobooboboboono
obooobooobooobbooobboo
gboboboobooboboboboooogan
gboobooboboboobobooboon
gbooobuooboobobooboobon
gbobooobobooboboobobon
gbooobooon

020000
o000 N, | 000 R, | R:/N,
goog 50 0.58 0.0116
goog 67 0.48 0.0071

gboooboooobooboooobooboo
gbooobooobooboboboboooogon
oboobooooboobboobooboo
gbooobooobooobooobooooooo




gbooobooobooobobooboobo
gboobooooooon

4.2.3 U000O0O0O0OO0OO0OOOO0OOOO0

gobobooobobooobogono4.2200
gboooboobooobobooobobooobo
gboooboooobbobooooboon
gbobooboodg

gboooboooboobobboobooobo
gbobooboboobobboobaooa
gooobooooboboobooboobo
gobodgbooboooboooo

gbooboboooboboobobooobo
gbbooboobooboobooogooobd
goboobooboboollooboonboobg
gboooooogoobo30boooooboon
gobooloobooboooboonboo
gbodgbuobgbooboboobaobd
gobooooo

U3 00000o0o0g0oogn
gooo |0o0oOd
good 199 183

0

u3dbgbogboooboaboaoono
200000000 bO0o0bboOoobOooobo

ggodoooobobboboooooooobbo

gbooobooboobooobobooboobo
goboobodgbooboboooo
gbooobobooobobooobboooobo
gboobuooboooboubooboood
gboooboobobobobobooobobo
gbooooobobooooobobooboon
oooooooooboobonbo 4220000
gbobobobobobobobob

5 Uogug

00000000000000000000
0000000000000000000

00 [3)[5)0000000000000000
000100000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
00o000000000000

00000 [40000000000000
000000000000000000000
000000000000000000000
000000000000000000000

gboooobooboboboooboboon

goboobooobbooood

00 [78000000000000000
000000000 (700000000000
000000000000000000000
00000 [f000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
0000000000000000000000

6 OOogg

OO000O0ORBACOOOOOODOOODOO
gbooooboobobooboboogon
gboobooobooboobooboboobogan
gbooooooooooooooooboon
gboooboboobooboobooooogan
gooobobobbboboooooooooon
gbooobobooboobboobooogan
gboogoobooboobooobd

gbooboboboooboboobobg
goooobooobooonoooooooboooon
gboboobobooboaobbuooboabod

gboooobobooobobobooono
goboobooobooboobobooboogn
gbooboooboooboboooooooobogan
goboboobooooboobooogobobooon
gbooboobooobooobonoobooboooon
oooooooooooobogobobgobon

ooon
[

)

oo Od
oOoo o
OO .o

0o O
00 O
00 O
00 ,

qOooo

O

O

O
O

Oooo g
o000 O
ooo g
Ooo g

O
O
O ocog, O
Feb 2007, http://www.fsa.go.jp/singi
singi_kigyou/tosin/20070215

[2] R.S. Sandhu, E.J. Coyne, H.L. Feinstein, C.E.
Youman (1996), "Role-Based Access Control
Models”, IEEE Computer 29(2): 38-47, IEEE
Press, 1996

[3] Alina Ene et al, "Fast Exact and Heuris-
tic Methods for Role Minimization Problems”,
SACMAT’08, pp.1-10

[4] J. Schlegelmilch, "Role Mining with ORCA”,
SACMAT05, pp.168-176
[5] J. Vaidya et al, ”The Role Mining Problem:

Finding a Minimal Descriptive Set of Roles”,
SACMAT’07, pp.175-184

[6] Sung Young Jung, Taek-Soo Kim, "An Ag-
glomerative Hierarchical Clustering using Par-
tial Maximum Array and Incremental Similar-
ity Computation Method”, IEEE International
Conference on Data Mining 2001

[7] 1. Molloy, ”Mining Roles with Semantic Mean-
ings”, SACMAT’08, pp.21-30

[8] J. Vaidya et al, ”Migrating to Optimal RBAC
with Minimal Perturbation”, SACMAT"0S,
pp-11-20



