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Abstract Recently as many researchers have reported, the conventional CAPTCHA could be defeated by recent

malwares since the ability of PCs get closer to that of human. Therefore CAPTCHA should be based on an even more

advanced human cognitive processing ability. To realize a new CAPTCHA, we have proposed to use a human ability to

recognize “strangeness”’. As an example, we focused on strangeness in machine translated sentences, and studied a

SS-CAPTCHA which detects malwares by checking if a user can distinguish natural sentences created by human

from machine translated sentences. However, previous study has not mentioned possible attacks against
SS-CAPTCHA and the effectiveness of SS-CAPTCHA have yet to be evaluated. Thus in this paper, we describe

several possible attacks against SS-CAPTCHA and discuss their countermeasures through basic experiment.
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