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Abstract Open source software is proved to be very useful in saving time and cost in building
software of complex functions. Security is not an exception of this trend. A problem in
securityware is the guarantee of its quality on security. In this paper, we analyze 2008
Debian incident on OpenSSL. The vulnerability on pseudo-random number generation is
identified apart from the announcement of Debian. Furthermore, we have made an
experiment on about 7,200,000,000 predictable key generations, and analyzed the usage of

vulnerable keys in a certification authority.
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The broken version of OpenSSL
was being seeded only by process
ID. Due to differences between
endianness and sizeof (long),
the output was
architecture-specific:
little-endian 32bit (e.g. 1386),
little-endian 64bit (e.g. amdé4,
ia64), big-endian 32bit (e.g.
powerpc, PID 0 is the
kernel and PID MAX (32768) isnot

sparc) .

reached when wrapping, so there

were 32767 possible random
number streams per architecture.

This is (27°15-1)*3 or 98301.
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