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Abstract A graphic processing unit (GPU), which is originally a specialized processor that
offloads 3D graphics rendering, has been used in performing computation in applications tradi-
tionally handled by the CPU recently. Since cryptographic functions use only basic operations,
their computation is probably suitable for the GPU. Indeed, implementations of cryptographic
functions on GPUs have been reported. In this paper, we implement the JH hash function,
which is one of SHA-3 candidates, on GPUs and compare the reference implementation with
the bit-slice one in terms of the speed of hashing. Our results show that the design of the JH
hash function is suitable for the bit-slice implementation on not only the Intel processor but also
GPUs.
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2.1.2 Linear transform L
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2.1.3 Permutation P
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I. V440 = Q4it0 (0 <7 <63),
Vagip1 = Q4i41 (0 <i<63), @)
Vdit2 = Q4i+3 (0 <1i<63),
V4i+3 = Q4it2 (0<i<63).
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1. for i=0 to 255,

{

if C! =0, then v; = Sp(a;),
if C! =1, then v; = Sy (a;).

}

2. (wai,w2it1) = L(vai, v2i41)
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3. (bo, b1, ,bass) = P(wo,wr,- -

22 JHOOOOOOODOO

JHOODOO0DODO00o0oO0ooobooooobogo
gboooboooobooboooboobo
goooboboobooobooboobonbodg
gbooboobooboobobooodobd
goooooo

2.2.1 Sbox Sbitsl

0100000 SboxOODODODO (5),(6)00
12800000000 2,(0<i<3)000 ¢00
000000+00000000000000

gobooooogoooo26e00booon 11
ugboooobooobooooogd

1. x3="zs3, 2. xo=z0B(cN(—x2)),
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5. x3=x3®((mx1)Az2), 6. x1=21D(T0AZ2),
7. zo=wo®(xoN(—23)), 8. xo=20D (21]23),

9. z3=23B (21 \22), 10. z1=z1B(tAx0),
11. zo=ax2Bt.
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bitsli
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3. by = ug;  (0<i<3), (12)
by =w(ug,2"™7), (13)
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by =w(uy, 2" ™7). (16)
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(a) JH-256
00000 | GPUODOO | cPUDDO
000 [KB] | D000 [ms] | D000 [ms]
1 513.65 1.50
8 3636.53 9.97
16 7247.24 19.74
32 14294.60 39.18
64 28539.31 78.13
128 57004.59 156.02
256 114066.08 311.77
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00000 | GPUODO | cPUODO
000 [KB] | 0000 [ms] | D000 [ms]
1 514.01 1.50
8 3642.48 10.03
16 7251.34 19.74
32 14314.36 39.27
64 28566.41 78.11
128 57131.87 155.93
256 114203.57 311.71
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Atom 230, GPU:ION Integrated).

(a) JH-256
00000 | GPUODOO | cPUDODOO
000 [KB] | 0000 [ms] | 0000 [ms
1 1363.72 5.46
8 9620.03 38.44
16 19088.16 76.28
32 38024.47 151.90
64 75897.07 303.17
128 151651.46 605.70
256 303153.74 1210.93
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1 1363.41 5.46
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128 151638.34 605.79
256 303123.71 1210.92
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000 [KB] | 0000 [ms] | 0000 [ms|
1 20.07 0.02
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16 294.93 0.22
32 588.61 0.33
64 1175.95 0.59
128 2350.63 1.09
256 4700.00 2.08
512 9398.70 5.16
1024 18796.13 8.21
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1024 18796.97 8.05
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(CPU: Atom 230, GPU: ION Integrated).
(a) JH-256
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000 [KB] | 0000 [ms] | 0000 [ms]
1 55.02 0.03
8 405.76 0.20
16 808.03 0.41
32 1612.56 0.79
64 3221.54 1.58
128 6439.53 3.16
256 12875.31 6.34
512 25747.55 12.67
1024 51491.42 25.33
(b) JH-512
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1024 51491.36 25.32
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