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Abstract An augmented PAKE (Password-Authenticated Key Exchange) protocol is said to
be secure against server-compromise impersonation attacks if an attacker who obtained client’s
password verification data from a server cannot impersonate the client without performing off-
line dictionary attacks on the password verification data. Until now, several augmented PAKE
protocols have been standardized in ISO/IEC JTC1/SC 27 11770-4 and are being standardized
in IEEE P1363.2 working group. In this paper, we revisit server-compromise impersonation
attacks by showing that two augmented PAKE protocols (claimed to be secure) are actually
insecure against server-compromise impersonation attacks. More specifically, we present generic

server-compromise impersonation attacks on the two augmented PAKE protocols.



1 Introduction

1.1 Our Contributions

Since the appearance of [1, 2], PAKE (Password- There are two augmented PAKE protocols

Authenticated Key Exchange) protocols have

been designed to provide password-only au-

thentication and establishment of temporal ses-
sion keys secure against active attacks as well

as off-line dictionary attacks on passwords. Sev-
eral PAKE protocols have been standardized

in ISO/IEC JTC 1/SC 27 11770-4 [7] and are

being standardized in IEEE P1363.2 working

group [6] (current draft version is D26).

In general, PAKE protocols can be classified
into 'balanced’ PAKE and 'augmented’ PAKE
[6, 7]: in the former case a client and a server
share a common password; and in the latter
case a client remembers his/her password and
a server has password verification data (de-
rived by applying a one-way function to the
password). Since password verification data
has the same entropy of the password, the off-
line dictionary attacks are inevitable if server
is compromised. Nonetheless, an augmented
PAKE protocol may be preferable because it
provides extra protection for server compro-
mise. That is, the ultimate goal in improving
resistance to server compromise is to make the
off-line dictionary attacks the best one an at-
tacker can do. According to [4],

Definition 1.1 An augmented PAKE proto-

col is said to be secure against server-compromise

impersonation attacks if an attacker who ob-
tained the password verification data must at
least perform an off-line dictionary attack to

gain any advantage in impersonating the client.

Actually, there has been a significant amount
of works on augmented PAKE protocols. See
[6] for some augmented PAKE protocols (e.g.,
B-SPEKE, AuthA, PAK-X, PAK-Y, PAK-Z,
PAK-Z+, SRP and AMP).

where the first one [8] was proposed in the
IEEE Communications Letters and the second
one [9] was submitted to the IEEE P1363.2
standard working group [6]. In this paper, we
show that these two augmented PAKE proto-
cols [8, 9] (claimed to be secure) are actually
insecure against server-compromise imperson-
ation attacks. More specifically, we present
generic server-compromise impersonation at-
tacks on these augmented PAKE protocols [8,

9).

1.2 Notation

Here, we explain some notation to be used
throughout this paper. Let G be a finite, cyclic
subgroup of prime order g of the multiplica-
tive group Zj where p = ag + 1 is a prime
and « is an integer. Let g be a generator of
G where the group operation is denoted multi-
plicatively. These parameters (p, ¢, g) are pub-
lic to everyone. In the aftermath, all the sub-
sequent arithmetic operations are performed
in modulo p unless otherwise stated. Let k be
the security parameter for hash functions. Let
{0,1}* denote the set of finite binary strings
and {0, 1}* the set of binary strings of length
k. Let A||B be the concatenation of bit strings
of Aand B in {0, 1}*. If D is a set, then d Ep
indicates the process of selecting d at random
and uniformly over D. We use two different
hash functions H and H;, for j = 1,2, 3, where
H :{0,1}* — Z% and H; : {0,1}* — {0,1}%.
The H and H; are implemented with secure
one-way hash functions (e.g., SHA-2 family).
Let C' and S be the identities of client and
server, respectively, with each identity ID €

{0,1}*.



2 A Generic Server-Compromise# (C,pw,2), and Vo = Ho(Y||K'). If the re-

Impersonation Attack on Im-
proved EPA

In [8], Kwon et al., showed that the EPA
protocol [5] does not provide resistance to server
compromise. Then, they proposed an improved
EPA protocol [8] and claimed that it is secure
against server-compromise impersonation at-
tacks. In this section, we prove that their
claim is completely wrong by showing that the
improved EPA protocol [8] is insecure against
a generic server-compromise impersonation at-

tack.

2.1 The Improved EPA Protocol

First, we explain the improved EPA pro-
tocol [8].
such that its discrete logarithm problem with

Let h be another generator of G

g should be hard (of course, h is a public pa-
rameter).

In the initialization phase, client C' registers

his/her password verification data (W = gP*?,
Z = hP¥%) securely to server S where pwa =
H(C, pw, 1), pwb = H(C,pw,2) and pw is the
client’s password. Then, client C' runs the be-
low improved EPA protocol with server S over
insecure networks.
Step 1: The client C chooses a random el-
ement z &- Zy and computes X = g% - hP?¢
H(C,pw,1). Then, client C
sends the first message (C, X) to server S.

where pwa =

C—S:(C,X)

Step 2: After receiving (C, X), server S chooses
a random element y yia Zy, and computes Y =
(X/2)- W), K = (X/Z)-g)" and Vs —
Hi(X||K). Then, server S sends the second
message (S,Y,Vs) to client C.

S—C:(S,Y,Vs)

Step 3: After receiving (S,Y,Vs), client C
computes K' = Y@+D/(@+pwb) where pwb =

ceived Vg is correct (i.e., Vs = Hi(X|K")),
client C' sends the third message Vo to server
S. Otherwise, the client terminates the proto-

col. Finally, client C' computes a session key
SK = H3(C||K').

C—)S:VC

Step 4:
Ve = Ho(Y||K), server S computes a session
key SK = H3(C||K). Otherwise, it terminates
the protocol.

Note that the difference of the improved EPA
protocol [8] from the original one [5] is the

If the received V¢ is correct (i.e.,

computation of the shared key K and K’ in
Step 2 and Step 3.

2.2 The Attack

Here, we show that the above improved EPA
protocol [8] is insecure against a generic server-

compromise impersonation attack.

Theorem 2.1 The improved EPA protocol [8]
is not an augmented PAKE protocol because it
1§ Insecure against server-compromise imper-

sonation attacks.

We prove this theorem by showing the at-

tack below. In the server-compromise imper-
sonation attacks, an attacker A is trying to
impersonate client C' with the obtained pass-
word verification data (W, Z) itself, but with-
out doing off-line dictionary attacks on (W, Z).
The generic server-compromise impersonation
attack of A is as follows:
Step 1%:
dom elements (a, () & (Z2)2 and computes
X = g®-WPF . Z. Then, attacker A sends a
message (C, X) to server S.

The attacker A chooses two ran-

A—S:(C X)

Step 2’: After receiving (C, X), server S chooses

a random element y bia Zy, and computes Y =



(X/2)- W), K = (X/2)-g) and Vs =
Hi(X||K) as usual. Then, server S sends a
message (5,Y, Vg) to client C' (actually, to at-
tacker A)

S—A:(S,Y,Vs)

In order to impersonate client C' success-
fully, attacker A should find out v satisfying
Y7 = K. That is,

log, Y7 =
(a+pwb- B+ puwb)y-v =
(a+pwb(B+1))y =
Since there is no off-line dictionary attacks on
(W, Z), the solution of Equation (1) is that
a-y=a+1modqand (64 1)y = 3 mod q.
If the attacker A chooses (a, 3), such that o+

= —1 mod ¢, the server-compromise imper-

log, K mod ¢

sonation attack is always possible. This means
that, by sending X = ¢~'=# . W# . Z in Step
1’, the attacker A can impersonate client C
successfully with K/ = Y#/(6+1) = K. Tt can
be easily verified that

K = vy = ((Xx/2) W)Y)FH
g
= (Q*I*ﬁ WP W)
v it :
and
Yy
K = ((X/2)- g/ = (977" W7 g)

_ Y _ .
— <g ﬁ,Wﬂ) = (g 1_W)yﬂ ‘
Note that this attack is valid for any element
B €Ly

(v +pwb- G+ 1)y
a+1+pwb-5(1)

TP-AMP protocol [9] is insecure against a generic

server-compromise impersonation attack.

3.1 The TP-AMP Protocol

First, we explain the TP-AMP protocol [9]
which is a combination of AMP3 (Fig. 3 of
[9]) and PAK [3]. Let G be a full-domain hash
(FDH) function G : {0,1}* — G. As noted
in [9], the G can be replaced with the hash-
masking technique, introduced in [3], for the
first message sent from client C' to server S.

In the initialization phase, client C registers
his/her password verification data (W = gP*?,
Z = (G(C, pwb)) ') securely to server S where
pwb = H(C,pw) and pw is the client’s pass-
word. Then, client C runs the below TP-AMP
protocol with server S over insecure networks.
Step 1: The client C' chooses a random el-
ement © & Zy and computes X = g* - Z1
where Z~! = G(C, pwb) and pwb = H(C,pw).
Then, client C' sends the first message (C, X)
to server S.

C—S:(CX)

Step 2: After receiving (C, X), server S chooses
a random element y & Z;, and computes Y =
(X-Z- W) K=(X-Z-g)Yand Vs = H.(C||
S| X||Y||K).! Then, server S sends the second
message (S,Y,Vs) to client C.

S = C:(S,Y,Vs)

Step 3: After receiving (S,Y,Vs), client C
computes K’ = Y@ tD/(@tpwb) - where pwb =
H(C,pw), and Ve = Ho(C||S|| XY [|K"). If
the received Vg is correct (i.e., Vs = Hi(C||S||

3 A Generic Server-Compromisex|Y||K’)), client C' sends the third message
Impersonation Attack on TP- Ve to server S. Otherwise, the client termi-

AMP

In [9], Kwon proposed a 3-pass augmented
PAKE (called, TP-AMP) protocol and sub-
mitted it to the IEEE P1363.2 standard work-
ing group. In this section, we show that the

nates the protocol. Finally, client C' computes
a session key SK = H3(C||S|| X[|Y || K").

C—)S:VC

'The TP-AMP protocol [9] does not work correctly
unless ¢ ¢~ mv mod p and d < mg mod p should be
¢+ m'v mod p and d + m'g mod p, respectively.



Step 4: If the received Vi is correct (i.e.,
Vo = Ha2(C|| S| XY ||K)), server S computes
a session key SK = H3(C||S|| X||Y|K). Oth-
erwise, it terminates the protocol.

3.2 The Attack

In this subsection, we show that the above

TP-AMP protocol [9] is insecure against a generic

server-compromise impersonation attack.

Theorem 3.1 The TP-AMP protocol [9] is
not an augmented PAKE protocol because it
1§ insecure against server-compromise imper-

sonation attacks.

We prove this theorem by showing the at-

tack below. In the server-compromise imper-
sonation attacks, an attacker A is trying to
impersonate client C' with the obtained pass-
word verification data (W, Z) itself, but with-
out doing off-line dictionary attacks on (W, Z).
The generic server-compromise impersonation
attack of A is as follows:
Step 1’:
dom elements (a, 3) pia (ZZ)Z and computes
X =g¢* - WP . Z 1. Then, attacker A sends a
message (C, X) to server S.

The attacker A chooses two ran-

A—S:(CX)

Step 2’: After receiving (C, X), server S chooses

a random element y & Zy, and computes Y =

(X-Z - W), K=(X-Z-g)Yand Vg = H(C||
S| X||Y||K) as usual. Then, server S sends a

message (S,Y, Vg) to client C (actually, to at-

tacker A).

S — A:(S,Y,Vs)

In order to impersonate client C' success-
fully, attacker A should find out v satisfying
Y7 = K. That is,

log, Y7 =
(a+pwb- B+ puwb)y-v =
(@ +puwb(B+1))y =

log, K mod ¢

(v +pwb- G+ 1)y
a+1+pwb-[3(2)

Since there is no off-line dictionary attacks on
(W, Z), the solution of Equation (2) is that
a-y=a+1modgqand (4 1)y = mod q.
If the attacker A chooses (a, 3), such that o+
[ = —1 mod ¢, the server-compromise imper-
sonation attack is always possible. This means
that, by sending X = ¢~'=#.W#.Z~! in Step
1’, the attacker A can impersonate client C
successfully with K’ = YA#/(6+1) = K. Tt can
be easily verified that

K = vy = ((X.z. . W))sn
B
= (g7 wrow)
B
_ Y511 _
= (O ) T = (gt
and

K = (X-Z-g)yz<g_1_ﬁ-Wﬁ-g)y

! = (gf1 . W)yﬂ .

Il
—
<
@
=
IS
~—

Note that this attack is valid for any element
B € Zy. Also, one can notice that this attack
is very similar to the one, shown in Section 2,

and does not matter its implementation of G.

4 Concluding Remarks

In this paper, we have shown that two aug-
mented PAKE protocols [8, 9] (claimed to be
secure) are actually insecure against server-

compromise impersonation attacks. More specif-

ically, we have presented generic server-compromise

impersonation attacks on [8, 9]. It is impera-
tive to understand server-compromise imper-
sonation attacks well and clearly since several
augmented PAKE protocols are being consid-
ered as IEEE standard candidates in the IEEE
P1363.2 working group [6].
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