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Abstract In 20080 Beck and Tews have proposed a message falsification attack on WPA-TKIP. Their
attack (called the Beck-Tews attack) works for only wireless LAN products that support IEEE802.11e QoS
features. The Beck-Tews attack can recover a MIC key and falsify an encrypted short packet (for example,
an ARP packet) with 12-15 minutes. In JWIS2009, we have proposed a new message falsification attack
based on the man-in-the-middle attack, and this attack attack can work for any WPA implementations.
Additionally, we reduce the execution time of the attack to about 1 minute in the best case. However,
the execution time written in JWIS2009 has been obtained from the rough theoretical estimation. In this
paper, we evaluate the execution time of our attack by the experiment in a realistic environment. As a
result, we demonstrate that the average execution time of our attack is about 10 seconds in the best case.
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