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Abstract The Automated Trust Negotiation aims to securely identify the consensus between
two sets of policies consisting of certificates, with minimal disclosure of policies to each other.
The paper proposes a new scheme that allows both parties to learn whether or not, both parties
agree to transfer a given target certificate to the requesting party. No policy is revealed after

performance of the protocol. No certificate is known to each other.

1 Introduction

Automated trust negotiation (ATN) aims to
allow two parties to exchange digital creden-
tials in X.509 format that contain sensitive in-
formation such as name, address, birthday and
memberships, as well as access control deci-
sions (what credentials are acceptable). Both
parties wish to minimize information to dis-
close to other party in order to learn the min-
imal agreement of both private policies.

A number of cryptographic protocols have
been proposed so far to address secure and pri-
vate ATN. Winsborough et al. proposes the
first scheme for ATN, classified into two ex-
treme strategies, called, parsimonious and ea-
ger strategies in [1]. In both schemes, two par-
ties need to reveal their partial policies grad-
ually and hence no privacy is preserved. Li,
Du and Boneh proposes an oblivious signature
based envelop in which a user send her creden-
tials to a sever who jointly compute with the

user such that she sees the requested resource
if and only if both policies are consistent in
[2]. Nakatsuka and Ishida presents a scheme
to minimize the sum of costs for disclosure of
credentials in [3].

In this paper, we present a new scheme com-
bining two cryptographical protocol for secure
set operations, e.g., union and intersection, [4]
and [5]. Our scheme allows both parties to
learn whether or not, both parties agree to
transfer a given target certificate to the re-
questing party. No policy is revealed after
performance of the protocol. No certificate is
known to each other.

2 Trust Negotiation

2.1 Definition

A policy is a set of logic formula consisting
of certificates. Figure 1 shows an example of
policies owned by a client and a server, where
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Figure 1: Example of Trust Policies
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Figure 2: Example of trust target graph

R is a target service.

The logical relationship between client and
server can be represented in a single trust tar-
get graph, shown in Fig. 2

2.2 Two Extreme Strategies

In [1] Winsborough et. al proposed two ex-
treme strategies for negotiation, an eager strat-
egy in which both party disclose each policy
immediately after the condition of policy is
satisfied, and a parsimonious strategy in which
policies are gradually disclosed only after suf-
ficient policy is ensured.

A policy disclosure rate is a ratio of disclosed
policies over the whole policies, denoted by 7.
A round of negotiation is a number of trans-
missions of message between two parties, de-
noted by p. For instance, the eager strategy
gives the consensus in the sequence shown in
Fig. 3, yielding R, c1, s1, ¢4, s4. The disclosure
rate is Neqger = 6/12 = 0.5 and the negotiation
ends in peqger = 7 rounds. While, the par-
simonious strategy discloses all possible (au-
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Figure 3: Eager Strategy
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Figure 4: Parsimonious Strategy

thorized to access) policies in Fig. 4, which
Tlparsimonious = 12/12 =1.0in Pparsimonious =
4 steps. Both parties have three paths to the
given target, (s4, 4, $1,¢1, R), (¢s5, $2,c2, R) and
(83, C9,Cs, 89, R)

3 Preliminary

3.1 Additive Homomorphic Public-
key Encryption

To preserve the privacy of users, we use a public-
key cryptosystem E which satisfies an addi-
tive homomorphic property, i.e., taking mes-
sage My, Mo,

E[M:|E[M;]
E[M]M =

E[Ml +M2], (1)
E[M, Ms).



For instance, the Paillier cryptosystem[7] and
the modified ElGamal cryptosystem are widely
used. Both allow us to get key generation and
decryption processes distributed among semi-
trusted authorities sharing private key.

The Paillier is more efficient than the ElGa-
mal in the sense of decryption overhead, while
the latter requires a sort of brute force tech-
nique (in the limited domain) for decrypting
candidates of messages. We implement the
Paillier cryptosystem for performance evalu-
ation since the single computational cost for
encryption is more significant for our proposed
protocol.

3.2 Private Matching[4]

Freedman et. al presents a cryptographical
protocol for secure set intersection in [4].

Let C and S be sets of secret X = {z1, z2,...
for client C and Y = {y1, 2, ..., Yk, } for server
S. User C uses a polynomial having elements

of X as its root defined as

Pl) = (e—an)w—a2)- (o =)
= gk—l$k_1+"'+€0

to encode X and then send to S a sequence
of ciphertexts E({),...,E({ly,) for all coeffi-
cients /0, ..., ¥, of P.

For y, server S computers

E(rP(y) +y) =

1=0

and sends ks ciphertexts to C in random order,
where 7 is uniform random number.

Finally, client C' decrypts the ciphertexts to
obtain the elements of the intersection X NY
without learning any other element.

3.3 Secure Set Operations

In [5], Kissner and Song extends Freedman’s
protocol so that multiple parties can perform
union of each set in addition to intersection.
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4 Proposed Scheme

4.1 Hidden Policy

Neither of the parsimonious or the eager strate-
gies preserves the privacy of policies. We aim
to minimize the policies disclosed to other even
after their negotiation completed.

We wish to make party to send policy only
if the corresponding logical condition is satis-
fied. To do so, we combine the secure protocol
for set intersection [4] and the set operation
protocol [5]. For example, the first policy in
Fig. 1,

p1: R—c1 Ve

is represented by a 2-order polynomial P;(x)
contains the conditional certificates ¢; and cg
as its root, e.g.,

Pi(z) = (z — c1)(z — c2).

In the same way, we represent a conjunction of
certificates in the form of multi-variable poly-
nomial. For instance, client * s second policy

P4 i C2 — Sa A\ S3
can be formed in

Py(y1,y2) = (y1 — s2) + (y2 — s3),

which becomes 0 only when y; = s2 and yo =
53.

For preserving privacy of policy, we have
these polynomials encrypted with a public key
of the other party. For example, the ciphertext
of polynomial P;(x) = 22 — (¢ +c2)x +c1e0 =
2?2 + ax + b is a tuple (E(a), E(b)), which we
denote by E(P;) for simplification. Note that
the additive homomorphic property allows any
party to evaluate the polynomial at an arbi-
trary point without revealing the plaintext.

4.2 Conditional Transfer

A party wishes to send all candidates of cer-
tificate only if the condition is met but with-
out revealing which certificate is sent. The
other party in turns send a new candidate pol-
icy whose condition has been satisfied with the
previously sent policy. These interactions are



processed with preserving privacy until a re-
quested party verifies if the condition of the
target is satisfied. What both party learn even-
tually from communication is just a boolean
value.

To make it possible for the conditional trans-
fer, we introduce a new trick based on the
Fredman’s protocol. Suppose that client hav-
ing a policy ¢; — s1 receives a encypted poli-
nomial Eg(P(z)) = Es((x — c1)(z — ¢2)) =
(Eo, E1, E2). He obliviously evaluates P(c;) as
EOE?ES_12 = E(P(c1)) and choosing a ran-
dom number r sends back to server the condi-
tion of ¢; as

Bo(Pe1) (Po(QW) = BolrPlen) +Ee(@y)
2

where Q(y) = (y — s1) is a polynomial hiding
his condition s7 and F¢ is an encryption with
the client’s public key. Whether or not the
domain of F¢ is greater than that of Eg, the
ciphertext of polynomial Ec(Q(y)) is a multi-
ple of its modulus. Hence, we embed a tem-
porary symmetric key k instead of Ec(Q(y))
itself into the ciphertext, and send the corre-
sponding appropriate symmetric ciphertext in
conjunction to the asymmetric ciphertext as

Eg(rP(c1) + k); Ex(Ec(Q(y)),

but we often write the two ciphertexts in the
notation in Eq. (2) implicitly using hybrid en-
cryption for simplification reason.

The client attempts to send each of his poli-
cies one by one in this manner since he does
not know which policy is satisfied. In the ex-
ample in Fig. 1, the client sends four cipher-
texts,

B1 = Es(riPi(e1) + Ec(Qs(y)),
By = FEg(roPi(c2) + Ec(Qa(y1,y2).

Eg(rsPi(ca) + Ec(Qo(y),
Eg(raP1(cs)),

where with only B; and Bs the server succeeds
to decrypt and extract the encoded polynomial

Q3 and Q.
4.3 Proposed Scheme

A client and a server have set of policies P =
{ph o apnc} and Q = {q1a ey Qns}v respec-

tively. Let E¢, Dg and Eg, Dg be public-key
encryption and decryption algorithms for client
and server, respectively.

1. A server sends to a client an encrypted
polynomial for a target condition, A; =

Es(P1(z)).

2. The client evaluates the encrypted poly-
nomial with encrypted for each certifi-
cate ¢; of a policy ¢; « fi(s1,...,8p,) in
his policy set @) as

Bi = Es(rPi(ci) + Ec(Qi(y))

fori=1,...,n¢, and sends to the server

Bi,..., B, in random order.

3. Theserver decrypts Bi, ..., By, with his
private key, wishing have Dg(B;) = 0,
which implies that the condition for the
target has been satisfied in their negoti-
ation, and then terminates processing of
the protocol.

4. Otherwise, the server retrieves an encrypted
polynomial from successfully! decrypted
messages, say Ec(Qi,), ..., Ec(Q;,), where
k is the number of successfully decrypted
message. For valid polynomial Q; (i =
1,...,n¢), the server securely evaluates
polynomials for each of his policies, {s1 «—
g1(c1, .. Cng)se vy Sng — gng(Cl, .5 Cne)
as

Aj = EC(T‘jQz’(Sj) + Es(Pj(x)),

where r; is uniformly chosen random num-
ber and P; is the corresponding poly-
nomial defined from the j-th policy. If
the polynomial has multiple, say m, vari-
ables, she needs attempting evaluation
for all size-m, (Zj) combinations of her
certificates. Finally, the server sends to
the client Aq,..., Apg,..., Ap k-

5. Go to Step 2 until either of them suc-
cessfully decrypts null ciphertext, which

"We assume that the integrity of message can be
tested by predetermined format of valid message so
that we easily see if an attempt of decryption is suc-
cessful or not.



is D(A) = 0, implying “Satisfied Nego-
tiation”. If the number of iteration is
more than the number of policies (ng or
nc), then terminates declaring “Negoti-
ation Failure”

4.4 Example

Table 2 illustrates the sequence of messages
sent from client and server having policies in
Fig. 1. In 5 rounds, the protocol is termi-
nated successfully with decryption being zero
and hence the server learn that their policies
have an agreement to provide the requested
service.

4.5 Evaluation

We show a performance comparison of negoti-
ation strategies in terms of degree of privacy
to be preserved (disclosure rate), and the com-
munication overhead in Table 1.

5 Conclusions

We have proposed a new cryptographical pro-
tocol for trust negotiation with full privacy
preserved. Our protocol allows parties with
private policies to learn if their policies can be
aggraded without revealing any piece of pri-
vate information.
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Table 1: Comparison of strategies

strategy | parsimonious eager proposed
(top down) (bottom up) | (top down)
trust path | R, cy,$1,c4, 84
(84,64,81,01,R), R, c2,892,83,Cs
(65, 592, C2, R),
(83, C2,C5, 89, R)
disclosure rate 7 6/12 12/12 0
rounds p 7 4 )
communication light large p(2nens)

Table 2: Sample Negotiation Processing

client server

0]ci: Qiy)=(y—s1) R: Py(z) = (z —c1)(x — c2)
e Qa(y1,y2)) = (Y1 — s2) + (Y2 — s3) s1: Pi(z) = (2 —ca)(z — c5)
ca: Qa(y) = (y — s4) s2: Pr(x) = (2 — ca)(z — ¢5)
Cs 53, S4

1 — | Ay = Eg(Py(x))

2 B1 = ES(’I’1P1(C5))
By = Es(r1Pi(c1) + Ec(Q1(y))
Bs = Eg(r1Pi(c2) + Ec(Q2(y1,y2))
By = Eg(r1Pi(ca) + Ec(Qa(y —

3 decrypt By,..., B4 and see
DS(Bl) 7& 07 DS(B4) 7& 0 y

Ds(B3) = Ec(Q1(y)), Ds(Bs) = Ec(Q2(y1,¥2)),

A2 Ec(rQi(s3))
= Ec(rQi(s4))
A4 = EC(TQ1(81> + ES(Pl(il?))
EC(TQ1(82) + Es(P(x))
Ec(rQ2(s3,54))
EC(TQ2(83,S1) + Eg(Pi(x)
=

()
= Ec(rQ2(ss, 52) + Es(P(z))
Ag Ec(rQ2(s4,51) + Es(Pi(x))
Ao = Ec(rQ2(s4, 52) + Es(P2(z))
— | Ai1 = Ec(rQa(s1,s2) + Es(Pi(x)) + Es(Pa(x))
4 | decrypt Ag7 ..., A1 and gets valid
Es(Pl) (A4) and ES(PQ) = Dc(Ag)
Bs = E(Pi(c1)) + Es(Q1(y))
B = E(P1(c2)) + Es(Q2(y1,y2))
Br = E(Py(c4)) + Es(Qa(y))
By = E(Pi(cs5))
By = E(Py(er)) + Es(Q1(0))
Big = E(P(c2)) + Es(Q2(y1,y2))
By = E(P2(c1)) + Es(Qa(y))
Bz = E(P(cs5)) —
5 decrypt Bs, ..., B2 and gets
Ec(Q4(y)) = Ds(Br), Ec(Qa(y)) = Ds(Bi1)

and Dg(Bj2) = 0, hence ends “Successfully”.




