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How to Choose the Polynomials for Number Field Sieve over
GF(p)
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116-2, Kamedanakano-cho, Hakodate, Hokkaido, 041-8655, Japan

Abstract DSA and Diffie-Hellman key exchange are cryptographic protocols whose security is based
on the difficulty of the discrete logarithm problems (DLP) over GF(p). It is important to evaluate the
difficulty of DLP over GF(p) for discussing the security of these protocols. In this paper, we implement
the number field sieve which is the asymptotically fastest algorithm for solving DLP over GF(p). We
show how to generate the good polynomials which contain no singular prime in the factor base. Our
experiment confirms the probability of generating good polynomials for a 75-bit prime p is about 0.61
which is equivalent to the conjecture by Lenstra et al. We also compare the running time of collection
of relations for different polynomials with fixed prime p, and there is about 46 times difference in their
speeds for a 75-bit prime p.
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