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Generate Activity Dataset using MAT;
Minimal-attack/Malware Analysis Testbed
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Abstract Getting a dataset, which would be observed from activity of live malware and attacks,
is difficult because when we would observe the dataset, we should use isolated sandbox to avoid
adverse side effects from malware to the Internet. So, we have been developing “MAT” (Minimal-
attack/Malware Analysis Testbed), which is an isolated sandbox for analyzing malware with
mimetic Internet. In this paper, we briefly describe design and implementation of “MAT”, and
also describe design and implementation of sequencer to generate activity dataset. Furthermore,
we explain an activity dataset, which generated using MAT based on CCC Dataset 20009.
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