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Abstract Due to bot’s sophisticated techniques for hiding itself, it is difficult to distinguish
the bot's malicious process from legitimate process. Hence it is quite essential for bot
detection to find bot’s inevitable behaviors. For almost all bots, intrusion into system
directory and registration themselves to auto run list are key function which they should
equip to stay alive themselves in PC. Therefore, a clever bot, which has both intrusion and
attack behaviors and separate them according to the execution environment, will exhibit
again its intrusion behavior as long as its environment is restored to pre-intrusion state.
Needless to add, a naive bot, which simply iterates intrusion and attack behaviors, will
always show its intrusion behavior. Therefore in this paper, we focus on this characteristic of
“the repetitiveness of intrusion” as a bot’s inevitable behavior and propose a bot detection

scheme to utilize the characteristic.
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