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Secure Link Analysis for Integrated Graphs

SHOGAKU MoRiIL ™ JuN SakuMA,T? Isser SaTof!
and HIROSHI NAKAGAWA !

Link analysis is a method to obtain knowledge from graph structure that is
represented by entities and their relationships. We consider collecting graphs
that two or more parties hold in secret and composing a graph by integrat-
ing these secret graphs. When we analyze the integrated graph using current
link analysis methods, the privacy of data that each party holds does not be
preserved. In order to solve this privacy issue, we propose a secure method to
analyze links for graphs that are integrated from the graphs that each party
holds. Our method consists of cryptographic tools and provides theoretical
security as long as all parties are semi-honest.
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