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Analysis of IT Security Implementation in an
Organization by Using Game Theory:

A Game between IT Security Section and
Implementing Employee

MASASHI SUGIURA, 11213 Hironiko Suwaf?
and TosH1zuMI OHTA'!

We have developed a model based on game theory of IT security imple-
mentation in organizations. The game has two players: one works in the IT
security section, which promotes implementation of IT security, and one who
implements IT security in his/her section. Their strategies in the game are

formulated on the basis of the expected costs and benefits of implementation.
Analysis of the model revealed five types of games: regular implementation,
promotion-implementation, promotion-non-implementation dilemma, regular
non-implementation dilemma, and regular non-implementation. The regular
implementation and promotion-implementation type games occurred depend-
ing on the cost of the employee to be directed by the promotion section and
on the value of the penalty and the probability felt by the employee. We ob-
served some examples of IT security implementation, classified them into five
types of games, and analyzed which changes in security parameters are effec-
tive. We showed theoretically that certain changes in parameters which were
reported from experiences are effective, and analyzed the effects that were not
understood well in experiences. Finally, we showed the effectiveness and the
possibility for future extension of this model.
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Table 1 Game between promotion section and employee.
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Fig.1 Five games between promotion section and employee.
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