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Analysis of Malicious Traffic Based on TCP Fingerprinting

Kouta KisaMORI,1*! AKIHIRO SHIMODA, !
TATSUYA MORI™? and SHIGEKI GoTo'!

Modern kernel malwares compose of their own network drivers and use them
directly from kernel-mode to conceal their activities from anti-malware tools.
Since these network drivers have specific characteristics, we can detect traffic
flows originating from those drivers by analyzing some parameters recorded in
TCP headers. On the basis of the above characteristics, we apply a fingerprint-
ing technique to collect IP addresses of the hosts that are likely infected with
kernel malwares. Using the method, we also aim to understand the characteris-
tics of the hosts infected with kernel malware and their communications using
network measurement data collected in several production networks.
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Table 1 Composition of pOf signature.
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Table 2 Normalization of observed TTL.
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Table 3 Examples of MWS signatures.

oo ooooo
MWS 60352_1 | [60352:64:0:52:M1240,N,W2 N N,S: :MWS:60352_1]

MWS 60352_6 | [60352:64:0:52:M1414,N,W2,N,N,S:.:MWS:60352_6]

MWS 53760_4 | [53760:64:0:64:M1414,N,W3,N,N,T0,N,N,S:.:MWS:53760_4]
MWS 16384_1 | [16384:128:0:40:.:.:MWS:16384_1]

MWS 655352 | [65535:64:0:48:M1414,N,N,S:.:MWS:65535_2]
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Fig.1 Statistics of MWS signatures: frequencies (left) and the number of unique source IP
addresses (right).
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Fig.2 Frequencies of each signature: Year 2008 (top) and year 2009 (bottom).
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Fig.4 Distribution of destination port numbers: MWS 16384_1 (upper left), MWS 53760_4 (upper
right), MWS 60352_3 (lower left), and MWS 60352_6 (lower right).
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echo open XXX.XXX.XXX.Xxx 2766 >\\
i&echo user yyyyy zzzzz\\
>> i%echo get wmsoft05006.exe\\
>> i&echo quit
>> i&ftp -n -s:i&startwmsoft05006.exe\\
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Fig.5 An example of shell code for case I.
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Table 4 Cumulative number of TCP fingerprints observed in the campus Network.
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Table 5 Number of unique IP addresses for each TCP fingerprint in the campus network.
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Table 6 The number of connections destined to each port number for packets originated from

MWS 16384_1.
oooooooo 0o
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3306 344,411
1521 223,939
8088 201,510
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ooooo 750,668
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000mMMWS_Gen 6553520000
Table 7 Frequencies of connections for each destination port: MWS_Gen 65535_1 (upper left),
MWS_Gen 53760 (upper right), MWS_Gen 60352_1 (lower left), and MWS_Gen 65535_2
(lower right).
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Table 8 Statistics of e-mail messages originating from hosts that use MWS signatures (top 10). S,
H, and I are the number of spam messages, the number of legitimate messages, and the
number of unique source IP addresses, respectively.
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Fig.6 Time series of normalized frequencies for each MWS signature.
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