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A Research on Efficient Secure Circuit Evaluation and Its
Application to Secure Utilization of Sensitive Information
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A cryptographic technology concept that achieves various information pro-
cessing keeping input data and/or an operation logic secret was proposed by
Yao in 1982; however, it has entirely been stayed only in the theory research
due to a heavy processing time. Recently, however, social needs for utilizing
personal information safely in the fields of medicine and services etc. and for the
cloud computing security are increasing with rapid development of ICT (infor-
mation and communication technology) environments. In this paper, we focus
on secure circuit evaluation as a solution for the Yao’s concept and propose

a delegation-based 2-party secure circuit evaluation. Moreover, we report on
an empirical result of the proposed scheme to clarify the performance and to
consider the potentiality on practical use, in particular, for safe uses of personal
information and cloud computing security.

1. 0o0o0oano

goboooboobooooooooooooooooooOooboooDoboOoOooOooDooOooDoo
gooooboooooooboooootocooboboOoboOoooOobOOoOoOoOoboOoboobDOoboOno
goooobooooooooboooooooobooooobobooooobooooooDooboo
0000000000000000000000Y®00000000000000000
goooobooooooobooooooobooOooboooooooboOoooboooboOoooooboo
goooobooooooooobooooooooooOooooobooocbobooooooooDoonoo
gooooooooooooooobooboocooooooboobooooooboOooooooo
00000000 9YWooo000000000000000000000000000
gooooooooobooobooooooobooOoooooobooOoboOooooOoboOoOoooooon
gooooooooooobooooooooobooboOoo0ooooooooDooboooooDooboo
goboooobooooooooooobobooooooooooon

gooooooooooobooboobooboobooboobooboobooboooboo
goooooobooooboooobooogobooobooboOoboboDOobobOoDOo
gooooboooooooooooooboooooooooobOoboboDbOobobOoDOo
goooobooooooooooooboboooooooooooooooboooooonoa
goooboooooboooodoboooboooboooooboooboobooooooono
oboodoobooooodoobooooooobobooboooobo0ooOo0oOobboOoooDooo
gooobil1ooooooboobooooobooboOooooobobooobOOoboOoOoooDbonoa
gooboobodooobooboooobooboooooooooboobooooooobooboobObOon
oooooOoOoOO0OO0oO0oooooooOoOoOOOODOOO0OO0OO0000000000000 1IDO
gooooooooooocooobooooooooooboOoOobOOoOobOboooooDobo
ocoooIbooooooooOoOoOboOooboOoOboobobooooooooooo IDOOOOO

f1NTTOODOODOODODODOOOODO
NTT Information Platform Laboratories
x1 000000 1)-3)0000000

(© 2011 Information Processing Society of Japan



1994 0O00O0O0OOO0OO0OOOOOOOCOOOOOCOOOO0O

ooooooOo0oOooooooOoDO0o00oOooooooOOoDooooooooooooDOo
goooOoOoooooOoOoU0O0ooooOoOopDOoOopDoOoOoDOoOOoUOooooooDDooOo
0000ooooooooooooooooooooooo

gooooogoooooDOooU0oUoooOoU0UopoOooooooOooooooooDOo
0000000000000000 Secure Function Evaluationd? 00000000000
O000O00000000oooO0o0oDO0O00U000oooooOoOOoO0oO0n0OOOd Privacy-
PreservingDataMining[lElElDDLindellDDDDDDDDIB)DDDDDDDDDDD
00000000000000000¥000000000000000000000
0000000U000o0oooO0oo00U0DO0o0o0D0oooooDoooooooooooO
0000000U0000o0OU000oOooooOO0o0ooD0oooooOoooooooooooO
0000o000o00oO0oDO0O0oO0OO0OD0ODOO0O00000o0o0oOoOOO0oOoooooooooon
0000000000000000000*0

000000000 000oo00000oooooo0oooooo0ooooooon
0000000000000 00000o0o0D00o0o0oo0ooDOooooooooooooon
0000000000000 000000000000000000000oooooog
000000000000000000000000000ooDo0oooooooooon
000000000 00000o0oo000o00oooooo0oo0oooooooooooag
oooooooooooOo0oOoo0oooooooooooOoooooooooooooo
0o0oooogooooooo

gooooOopooOoOooOoO0O00OooOoOoDOOO0O0O0oooOODOoOoOoOOooooDO
000000 Secure Circuit Evaluation0 0000000000 O0O0COOOOCOOOO
O000000o0o0O00oooO0o0ooO0o0oooo0oooO0o0OooDOdONaord
000000000000 20000000000 000000 1000000 03Naor
Oo0oooooo0U0ooooo0oUooooooooU0ooooooUoooooooog
O Oblivious Transfer0 00000 0000000000000 O00OO0OOOOO 200
00000O0O0O0o0oOoOooOoOoUOOOOUOUCUOOOO 200000000 100 ProxyO
00 Server 00D 000O0O00OProxy0OOO a;0¢=1,..., NOOOODOOOOO af 00
0000000000000 000ogoo20000000oo0ooooooooooooO

x1 0000000000000 00000000000000Privacy-Preserving Data AnalysisO 0000
0000000000 Privacy-Preserving Data Utilization0OOOOO0OO0000O000OO

000oooooog Vol 52 No. 6 1993-2008 (June 2011)

@s%fE
Client 1 a*
DRELE 5 -
a, > a* -
. L s QEtE
Client i a*,...,.ay* 2 f(ay,...,.ay)
Client N — @#%E

flay,.ay) | Terminal

* | ;
- Server

01 000 200000000000000
Fig.1 A delegation-based 2-party secure circuit evaluation model.
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Fig.2 An example of logic circuits.
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Fig.3 Implementation system of our secure circuit evaluation.
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Fig.4 Secure questionnaire for running secure circuit evaluation in CSS2009.
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Fig.6 An example of analysis result.
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Fig.7 System configuration to achieve safety use of personal information by using proposal method.
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08 XOROUOOOOOO100O0OO
Table 8 Ratio of XOR gates (100 inputs).

XOR oo oo

5000000 396 3,970 11.43%
io0ooooo 891 8,435 12.00%
20000000 1881 17,365 12.26%
500000000 25,152 | 51,054 | 50.17%

09 XORODOOOOO1,000000
Table 9 Ratio of XOR gates (1,000 inputs).

XOR oo oo
5000000 3,996 39,970 11.43%
io000000 8,991 84,935 12.00%

20000000 18,981 174,865 12.26%
500000000 255,328 | 515,816 50.03%
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010 XOROOOOOOO10,000000
Table 10 Ratio of XOR gates (10,000 inputs).

XOR oo oo

5000000 39,996 399,970 11.43%
0000000 89,991 849,935 12.00%
20000000 189,981 1,749,865 12.26%
500000000 2,559,200 | 5,122,980 | 50.00%
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