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A Concurrent Use Method of Heterogeneous
Access Control Information to Improve File
Access Throughput
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AKIRA YaAMAMOTO™ and NoriHisA KoMoDa T2

‘We propose a concurrent use method to improve file access throughput and
long time service disruption in the case that highly-functional access control
is applied to existing operated filesystems. In this paper, we particularly fo-
cus on a case in which Windows ACL is applied to operated filesystem with
POSIX ACL. The proposed method is based on the difference of access la-
tencies to basic/extended attributes on filesystem and use one of following two
cases depending on size of access control information: a case to store converted
Windows ACL information and the other case not to store it and reconvert
it from POSIX ACL information every time on access control processing. We
evaluate several conditions and conclude that proposed method with the con-

dition to store only if the number of entries is 6 and more is good enough to
improve file access throughput.
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Fig.1 An example of ACL information conversion.
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Fig.2 Overview of access control process with on-access ACL conversion feature.
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Table 1 Types and processing time on read/write of XFS basic and extended attributes.
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Fig.3 Elapsed time of access control process with on-access ACL conversion feature.
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Fig.4 Flowchart of proposed method.
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Table 2 Supposed distribution of the number of ACL entry.
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Table 3 Distribution of file operation on SPECsfs2008.

# NFS Version 3 Operation HE
1 LOOKUP 24%
2 READ 18%
3 WRITE 10%
4 GETATTR 26%
5 READLINK 1%
6 READDIR 1%
7 CREATE 1%
8 REMOVE 1%
9 FSSTAT 1%
10 | SETATTR 4%
11 READDIRPLUS 2%
12 | ACCESS 11%
13 | COMMIT N/A
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Table 4 Measurement environment.
i EH IR
CPU: Intel Xeon CPU 3.60GHz (Quad Core)
Memory: 8,179,856KB
P— 1|Kernel: Linux 2.6.30.1 + XFS + #2427 27 7 Al ik aE
OS distribution: Debian 5.0.4
NFS utils package version: 1.1.2
F AR 19]108GB/LU (RAID1+0, 2D+2D) x 19
CPU: Intel Xeon CPU 2.80GHz (Dual Core)
Memory: 3,632,416KB

7747~k Kernel: Linux 2.6.26-2-686
OS distribution: Debian 5.0.2
05 0000
Table 5 Measurement condition.

#| EEXIADACLZY hUE | BEBEFAFRVACLZ Y MU %
0| &< s L (D EN
1|48 E 3 R FHK
21 6Lk 3~5
3|1 6~34 3~5,35 Ak

O000o0s0000000000ACLODO0ODOO0ODOOOOOOODOOOOD
O00000000000#4000000000000 POSIXACLOOODOOOOOO
0000 ACLODOO0O0O003000000000000000000#103.100000
0000000000 000O0DO0O00000D000O#204#200000000000
0000000000000000000000 ACLOODOOOD 3000000000
00000004304 00000000000

O0000ooo0 ACLO00o0ooo0o0ooooooooooooooooooo
0000800000 UDDDCOUACLODDDOOOOOONECOODODODOOOOWebO
00Y000000000000000000000 OSO0000000000O00OnDn
0000000000000 0O00oo0oO0o0ooDACLOO0ODOOOOOOOoODOOO
0000000000000 0oooO0000ooOooUDACLO0OODOO0OOOOOnO

(© 2011 Information Processing Society of Japan



1946 0000O00D0DOOO0ODOOOODOOO POSIX ACL-000 ACLOOOO

12

2c3c
. 2c3c 2n3n nad
® 10 2n3n o tarryoc e RE
a TR 145 Onper @ s
O g .]gn.:: B : |
: Tt
- BN
g 6 SHSN B
x N B i
1 SHN A
w2 AN o =
0 I §51 %EE\ | i Ef&
= AEACLIE AT Y—ERFEH Y—EXBHRTE R

05 (a) 00000000000 O00

Fig.5 Measurement results of (a) small class file share.
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Fig.6 Measurement results of (b) large class file share.
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Fig.7 Measurement results of (c¢) file share integrated with SNS.
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Fig.8 Correlation of improvement rate between response time and achieved IOPS.
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