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Host-based Logical Isolation Technology
for Scalable Cloud Networks

KoicHt ONOUE,* NAOKI MATSUOKA' and JUN TANAKAfT

Computing resources in a cloud data center are shared among different academic institu-
tions and/or enterprises. From the viewpoint of security, the data center networks need to
have a network isolation function. To provide private networks, several conventional systems
support isolation schemes based on IEEE standards on network switches. However, these
systems impose a limitation on the number of isolated logical networks and offer the high
cost because of adopting the dedicated hardware. In this paper, we propose HostVLAN, a
network isolation technology to overcome the challenges on scalability and adoption cost. To
provide logical isolated networks, end-host servers deployed in a data center have isolation
information containing MAC addresses and logical network IDs associated with them. The
end-host servers forward received network data to designated VMs based on the isolation
information. Unlike conventional schemes at the network switch level, HostVLAN provides
private networks at the end-host server without adding logical network IDs to MAC frame
header.
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bridging LTI FFF v EBEET 50T, VM
DA NIC @ LNID HRICIMZ TE 612 2 D DE#H
MBREE RS, 1 DHOMEMIZ, REZXA v FTEM
SN BZYH NIC @ LNID H#<TH 2. T4, VM
PO MEOYEY — XN MAC 7 L —LZIRET %
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TANE )V TRITO, EERMACTFLAELT
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ZITIFE 1 DLH%, VLAN ID BDRETH
% 4,094 ZBTHEORHEy b —s 2R TE S
T—=8 v RNEL, FEfTREA — "=~y FEFHI
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RI1ITHELLT— YRV PICZ VY FAR =N
ZEML, RETE2HERY b= RIS
7zELTH, TV FHARMF—239%% D LNID table
DREFZIREDLSE, 2D Lk o X
», HostVLAN & VLAN ID $t® EFR® 4,094 X b
% Dty 7 — 7 BRHETE, o2y bY—
7HECHE ) R T 2N S KA s a0, B
B3y b= NHEiTH D L AR D,

6. ¥ & &

AHLTE, 797 FF—=8 1 v ¥ THEOWmER Y
PO BRET I ENTEL Y FARRMTOR
fif Host VLAN %25 L7z, |41 KVM D 3 fifEHD
RIEZy b7 — BRI LTV F T v v 29
L, fHiliL 7. +9% < om#ry b7 —272BEL
7-AHEBREE R ¢, HostVLAN IZX % Web 2V —7" v
FEIGUTOETCMA S Z L3 TER, Foxld
ZOFEBHERE FEHOHPHNTH 5 L AR LTV 5,

2 F X M

1) amazon.com: Amazon Elastic Compute Cloud.
http://aws.amazon.com/ec2.

2) Dunbar, L. and Hares, S.: Address Resolu-
tion for Large Data Center Problem Statement
(2010).

3) Kim, C., Caesar, M. and Rexford, J.: Flood-
less in SEATTLE: A Scalable Ethernet Archi-
tecture for Large Enterprises, Proc. ACM SIG-
COMM, Seattle (2009).

4) Mysore, R., Pamboris, A., Farrington, N.,

108

SACSIS2011
2011/5/25

Huang, N., Miri, P., Radhakrishnan, S., Sub-
ramanya, V. and Vahdat, A.: PortLand: A
Scalable Fault-Tolerant Layer 2 Data Cen-
ter Network Fabric, Proc. ACM SIGCOMM,
Barcelona (2009).

5) Greenberg, A., Hamilton, J., Jain, N., Kan-
dula, S., Kim, C., Lahiri, P., Maltz, D., Patel,
P. and Sengupta, S.: VL2: A Scalable and Flex-
ible Data Center Network, Proc. ACM SIG-
COMM , Barcelona (2009).

6) Guo, C., Lu, G., Li, D., Wu, H., Zhang, X.,
shi, Y., Tian, C., Zhang, Y. and Lu, S.: BCube:
A High Performance, Server-centric Network
Architecture for Modular Data Centers, Proc.
ACM SIGCOMM, Barcelona (2009).

7) Guo, C., Wu, H., Tan, K., Shi, L., Zhang,
Y. and Lu, S.: DCell: A Scalable and Fault-
Tolerant Network Structure for Data Centers,
Proc. ACM SIGCOMM , Seattle (2008).

8) KVM: Kernel Based Virtual Machine. http:
//www.linux-kvm.org/page/Main_Page.

9) VMware, 1.: VMware ESX Server 3: 802.1Q
VLAN Solutions (2006). http://www.vmware.
com/resources/techresources/412.

10) Open vSwitch: VLANs. http://openvswitch.
org/?page_id=146.

11) Wood, T., Gerber, A., Ramakrishnan, K.,
Shenoy, P. and Merwe, J.: The
Enterprise-Ready Virtual Private
Proc. HotCloud, San Diego (2009).

12) Hao, F., Lakshman, T., Mukherjee, S. and
Song, H.: Secure Cloud Computing with a
Virtualized Network Infrastructure, Proc. Hot-
Cloud, Boston (2010).

13) Li, L. and Woo, T.: VSITE: a scalable and
secure architecture for seamless L2 enterprise
extension in the cloud, Proc. NPSec, Kyoto
(2010).

14) i, 59, w@H:, AHE: 297 FTF—% v
=Bty b7 — 2L L2 F v
FVITR) DI LTI, SWoPP, I (2010).

15) Pettit, J., Gross, J., Pfaff, B., Casado, M. and
Crosby, S.: Virtual Switching in an Era of Ad-
vanced Edges, Proc. DC CAVES, Amsterdam
(2010).

16) McKeown, N., Anderson, T., Balakrishnan,
H., Parulkar, G., Peterson, L., Rexford, J.,
Shenker, S. and Turner, J.: OpenFlow: En-
abling Innovation in Campus Networks, ACM
SIGCOMM Computer Communication Re-
view, Vol. 38, No. 2, pp. 69-74 (2008).

Case for
Clouds,

(© 2011 Information Processing Society of Japan



