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Identity management of elements that construct the organization, such as
employees, confidential information, IT systems, and access control defined by

relations of identities has been in focus for confidential information leakage pre-
vention and compliance of governances and enterprises. In order to implement
enterprise security policies, IAM (Identity and Access Management) systems
based on the RBAC (Role Based Access Control) model have been widely in-
troduced to enterprises. In IAM systems processing is performed to prevent the
state against the policy. In widely distributed environments such as large enter-
prises, we must consider the temporal states against the policy by constraints
of the platform and system management. In such a case comprehensive quan-
titative risk evaluation of transitional periods was difficult because standard
definition methods for various RBAC models and data synchronization have
not been established. In this paper we propose a standard RBAC definition
method that can be applied to heterogeneous distributed systems constructed
by major RBAC models. Also, we propose a risk evaluation method in the
design phase which simulates this standard RBAC definition method to which
risk period information was directly added and a design refinement method
which utilizes feedbacks from the evaluation results
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Fig.5 Rule-based provisioning of RBAC.
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Fig. 7 Outline of heterogeneous distributed RBAC model evaluation method.
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goooobooooooooboooooooooooooooooboobooOoooooon
gobooooooooooooboooooooooon

ooboooooog

210000000 RBACOUOOO RBACOOOUOUOOOOODOOOODOOOODO
goboooooooooooooooooooo

oopoooooooooooon
ERABCOUOOOOOOOOOODODOOOOOODOOOOOODODOOOOOOO
goboooooobooooooobooooobooooooooooOoooooon
gobooooooooood

goboooooooboooooon
ERABCOOOOOOOOOODOOOOOOOOOOOOOOOODOOOOOoOOo
goboboooooooooobooobobooobooobooOooboboOoooboooo

3.22 0000 RBACOOOOOOODOODOODOOOOODOD

32100000000000000000000000000O00O0O0O0O0O0O RBAC
0000000000000000D0 80000000000000 «block>»O0000
O000000«block>»>00000000O0

>

>

administrator0 0 0000000000000 OOOOOOO
RBACcomponentD RBACOOOOOOOOOOOOOO

(© 2011 Information Processing Society of Japan



1887 OO00O0OOOO0OOO0O0OOOO0OOCOOOOOOOOOOOOGCOOO

» elementd USERSO ROLESO OPSO OBS OO RBACOOOOOOOOO
» relation0 UAO PAO0O <element> 0000000000
» rulerelation0 00 0000000000O00OO <relation>>.
» linkrelation0 00000000000 <relation>>.
O0O<kblock>»> 000000000 30000000
» operationd0 0000000000000 O0OODODOOOOOCOCO
» relationshipl <element>> [0 <relation>> 000000000 O Krelation> 0 0O
0 <element>>O00000000000OO
» provisioningd 0 00 <RBACcomponent>> 00000 «<RBACcomponent>> O
oo0oooooooo
0000o0o0oooOoOooOO0O0O RBACOOOODODOOOOOOOOOOODOOOOOOOO
0000000000000 oooooooooooooooooo
e 100000 OIODODODODODOODODOODONO
e J00D0UDODDUOUOUODUOUDL/OOOUOODOO
e 1000000 DDDODODODODDOONO
09()00000000000000O0DO0D0D0OD0O0U0O0O0OO0OD0ODODOO
00000ooooooo TS1000000ooooooooooooooooooog
goododoooooobbodooodooooboodoooooooooooooog
Joododooooooboboooooooooooooooooooooooooooo
0000000000 9(b)0oo0ooo0ooo0oo00ooo0ooUoooOooooooo
00000000oooooo Ts20000000ooooooooooooooooo
0oodoooooooo0ooOoooooooooogooo vpOoDOOOOOOOOOOO
ooo
e UP C USERS x PRMSO
0000oooooooooooooooo
o user_permissions(u) = {p € PRMS|(u,p) € UP} = {p € PRMS|(u,r) € UA A
(p,r) € PA}O
000 «00000O0O0O0OOoooogo
0000000 RBACOUOOOOOOODOOOODODUOOODODOODOOOOOOOOOC
0000000000000 ooooooooooo00o0000OoOoOoOoOoooo

00o0oooooog Vol 52 No. 5 1882-1898 (May 2011)

I 48— <<elgment>> W,‘% Telgng O%)am <<element>>
4 EnterpriseUser: iseUA: iseRole: EnterprisePA: Perm:
7)7’( x \UserComponent| UARelation RoleComponent| PARelation PermComponent|
L)L rule_list rule_list
YATL AGGUARUIe AddRole AddPARUE AddPermission
Delet?er Delet%Rule Deletﬁe DeletePARule Delete?ﬂisswm-
<<element>> <link_feTation>: <<element>> [<<link_reTation>: <<element>>
. TS1User: TS1UA: TS1Role: TS1PA: TS1Perm:
’}'—’7‘y|~ UserComponen! UARelation oleComponent PARelation ermComponent
AT L link_list link_list
AddUser AssignUser AddRole (GrantPermission {AddPermission
DeleteUser DeassignUser DeleteRole DeletePermissio:

TUE—TFARLANIL|—
LRTLERE

ILA—TS4ZXLR)L
LRTLERE

I —~

<<administrator>>
EnterpriseSysAdmin

— T [

O ®—+r
9 AviII—R

)

(a) IL—ILEEHE L =58/

<<administrator>>
EnterpriseSysAdmin

BET—4&JOET A=Y

CH T
5
I 9— <<glement>> <<m|eition>> <<e|i§vr2£nt>> <<ru\eillon>> <<element>>
4 N EnterpriseUser: EnterpriseUA: EnterpriseRole: EnterprisePA: EnterprisePerm:
T54X UserComponent UARelation RoleComponent PARelation PermComponent
[2a91% rule_list rule_list
YRTL AddUser AddUARule AddRole AddPARule AddPermission
Deletetser DeleteHARule Deleleae D Dx i
<<eleément>> < kas ation>> <<e\esment>> <<link_refation>>
N TargetSys1User: TargetSys1UA: |[TargetSys1Role: TargetSys1PA: E}O argetSys1Perm:
A—4"y k| UserComponent UARelation RoleComponent PARelation 'PermComponent
RT link_Tist Tink_list
AddUser AssignUser AddRole GrantPermission AddPermission
DeleteUser DeassignUser DeleteRole i

T

P

BRI R |
TLEEE |
(b) I—HFEHFAOEEBFREROTIOEDa=0Y

09 0000 RBACOODOOOOODOOODOO
Fig.9 System architecture design model for heterogeneous distributed RBAC.
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