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Verifying C Source Code using Proof Assistant Tools
— A Case Study with Morris’ Tree Traversal Algorithm —

KAZUHIRO YAMADA ,T1 TAKUO WATANABE , !
SOSUKE MORIGUCHI ! and SHIN-YA NisHIZAKIT!

We proved the partial correctness of a C implementation of Morris’s tree traversal al-
gorithm. The algorithm is known as a recursion-free, stack-free and tag-free binary tree
traversal. This work is intended to be a case study of verifying C programs with pointer
manipulation using existing verification tools such as Caduceus, Why, Simplify and Coq.
In this report, we describe the outline of the verification methodology and results.
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1| typedef struct bintree_node ({

2 val_t val;

3 struct bintree_node *tl, =xtr;

4|} xbintree;

5

6|void visit_node (bintree node);

7

8| void traverse (bintree t) {

9 while (t != NULL) {

10 if (t->tl == NULL) {

11 visit_node (t);

12 t = t->tr;

13 }

14 else {

15 bintree rm = t->tl;

16 while (rm->tr != NULL && rm—>tr != t)

17 rm = rm->tr;

18 // rm is the rightmost node of the left subtree of t
19 if (rm->tr == NULL) { // rm does not have a thread
20 rm->tr = t; // link thread
21 t = t-—>tl;
22 }
23 else { // rm has a thread to t
24 visit_node (t);
25 rm—->tr = NULL; // unlink thread
26 t = t-—>tr;
27 }
28 }
29 }

30|}
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/*@ requires
@ (\forall bintree x;
@ x != \null && reachable (t,x) => \valid(x))
Q &&
@ (\forall bintree x;
Q x != \null && reachable(t,x) => !x->m && !x->th)
Q@ &&
@ (\forall bintree x;
Q x !'= \null => reachable only(t,x))
e &&
@ (\forall bintree x;
@ x !'= \null => !reachable(x->1t,x) && !reachable (x->rt,x))
Q &&
@ (\forall bintree x;
@ x != t => !reachable(x,t))
Q@ &&
@ (\forall bintree x;
@ x !'= \null => (x->rt != x) && (x->1t != x))
e &&
@ (\forall bintree x;
@ rightmost_child_is_null (x))
@ ensures
@ (\forall bintree x; \old(x->rt) == x->rt)
@ &&
@ (\forall bintree x; x != \null &&
@ reachable (\old(t),x) => x->m && !x->th)
Q &&
@ (\forall bintree x; !reachable(\old(t),x) =>
Q x->m == \old(x->m) && x->th == \old(x->th))
@x/
void traverse (bintree t) { ... }
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/*@ invariant
@ (InvI_1 :: \forall bintree x;
@ reachable_to_right (rm, x)
@ => reachable_to_right (\old(rm), x))

Q &&
@ (InvI_2 :: rm != \null)
*/
while (rm->rt != NULL && rm->rt != t)
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