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Evaluation Method for Error Recovery Mechanisms
using Formal Verification

SuuicHr SHimIzU, ! TAKESHI MATsuMoTO!
and MASAHIRO Fusrraf2f3

When an error occurred in processor( it is required to recover from the er-
ror[] Recently[ several error recovery mechanisms are implementedd In this pa-
perl] We are proposing evaluation method for error recovery mechanisms using
formal verification] and discussing about evaluation resultd In our proposing
methodOd modeling processor with error tolerance mechanisms using CLU (logic
of Counter Arithmetic with Lambda Expressions and Uninterpreted Functions)O
and checking whether error recovery was executed correctly by model checker(]
Through the experimentationl we evaluated an error tolerance of processor
architecture models
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bool — expr ::= true|false|—bool — expr
|(bool — expr A bool — expr)
|(int — expr = int — expr)|(int — expr < int — expr)
| predicate — expr(int — expr,- - -, int — expr)
int — expr = 1int — var|ITE(bool — expr,int — expr,int — expr)

|succ(int — expr)|pred(int — expr)

| function — expr(int — expr, - - -, int — expr)
predicate — expr ::= predicate — symbol
|[Aint — var, - - -, int — var.bool — expr
function — expr ::= function — symbol
|[Aint — var, - - -, int — var.int — expr

0 1 CLU Syntax?)

2.1 CLUOODODOOOOO

0000000000000 0000DO0O000000000O0DU000O0CLU(Counter
arithmetic with Lambda expressions and Uninterpreted functions)? 00000000
000000 Uninterpreted function 00 0000000000000 O0O0OOCOOO
000000000000 ALU(GGnstr) 00000000000 0000DOO0O0O ALU O
mstr 00 0000000000000 000OO uninterpreted function 00000000
0000 ALUODO0ODODOODODOO000000O00DD 10 CLUDOO0oDooCLU O
O true/false 0 20000 bool 0 Ointeger 000 000 integer 000 bool 00000
000 predicate 0 Ointeger 00 0 bool JODOOODOO function 00 4000000
0000000000 00ITE(f-then-else) D000 ITE(OOO ,z1,22) 000000
0000000 21,220 0000000000succ() 0 pred) 000000 OOOOOO
00000oo0o0O00ooo0o0ooo0o0ooooooooooooooog

2.1.1 0:.CLUOO0OOOOOOOO

coioo0ooo0ooooooooo0o0oooo0ooo0ooooooooooo
O00o0o00o0o0oo0o0oo0ooooo0ooooo0ooooooooooooooooo
O00o0o0o0o0ooO0o0o0o0oOo0oOo0oo0oooooOooUoooooooooo
O00000000000000 M.(zx+2)000 f(x)=2+2000000000000
o0 MO
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M' = \addr.ITE(addr = A, D, M (addr)) (1)
0000000AO0O0O0O0O0O0DOOO0O0O0O0O0OM 0000000000 addrO000
0000 DO0ODOOO0O0OD0ODOOOO0OOOoO0DObOOoOoOooOoDOOoa
2.2 Out-of-Order 000000 CLUOOOOODODO
00%0 CLUOOO Out-of-Order 1000000000000 O0O0O0O00OO UCLID
00000o0O00ooo0o0oooOoDoOo uCcLIbO0oooOoOoooogooouCLID
oooooooood
O00OO0O0o00oDOO0OO0O0o0oOOdd Out-of-Order 00 OO0O0ODOOOOOOOO 200
O0Out-of-Order 000000000000 0OOCOOODOOOOOOOOOODOODOOOO
0000000000000 oooooooooooooog
0000000000000 0O00O000000000D00000OU0Un ROB(Re-
Order Buffer) 000 0000000000000 0O0O0OOO00O0O0O0O0O0OO0OOOOOO
0/00000000000ROBOOOOOOUOOOO ROBUOUOOOOUOOLOOO
0000000000000 00000D000000000000000oooooo0oooo
0000000000000 Out-of-Order 00O OOOOROBOODOOOOOOOOO
000000000000 In-Order00000O0O
2.3 UCLIDOOOODO
UCLID” 0 CLUOOOODODDO0000D0DD00000D0000000000o
UCLIDOO0O0O0O0O0O00000000000000000000O000D0oo0ooooo
000000wclO0DO0D0DO0DOO0OO0O0OD0ODODOOUCLIDODOODODOODOODOOOD
UCLIDODODOOO Front End 0000 000000000000 ODOODOOOODOOODO
000000ooUooo BDDOOOOOO SATOOODDODDODOOOOODODOOOOOOOO
goooooo
0000000000 00000000 30000000000
e Bounded Model Checking of Processor
e Correspondence Checking
e Inductive Invariant Checking
0000 100000000ooooo00ooooooo0oooooooooOooooon
00000000000000000CDOCOOOUOBounded Model Checking 00000
0000000000000 oooooooooooo
Correspondence Checking 00 0000000000000 0O0OODOISAODODOOOO
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3. O Ogno
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000000000 correspondence checking 0 0 O safety property O liveness property
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02 A0

#vers | #truth  #term  CNF-var CNF-cls CNF-lit  Property  time(sec)
2way_errl 720 4786 1965 73665 1706907 3738339 valid 52
2way_err2 720 4786 1965 573630 1706802 3738094 valid 68
2way_err3 720 4786 1965 573634 1706814 3738122 valid 112
2way_errd 720 4786 1966 573576 1706640 3737716 invalid 46
4way_errl 1354 12425 4583 2013167 6010800 13444262 valid 593
4way_err2 1354 12425 4583 2013148 6010743 13444129 valid 1557
4way_err3 1354 12425 4584 2013152 6010755 13444157 invalid 226
4dway_errd 1354 12425 4583 2013092 6010575 13443737 invalid 236
Sway_errl 1670 17718 6307 3001698 8969727 20130083 valid 1700
Sway_err2 1670 17718 6307 3001679 8969670 20129950 invalid 939
Sway_err3 1670 17718 6307 3001679 8969670 20129950 invalid 916
Sway_errd 1670 17718 6308 3001614 8969475 20129495 invalid 408
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