00o0ooooooog Vol 52 No. 3 1280-1290 (Mar. 2011)

1280

O0o0oooboooooMPLSOODOOOO
ooooobogd

0 O otz o g o ogft

O0OMPLSOOOOO0O0O0000COO 200000000 Ethernetd Frame Re-
layDATMOOOOOOOOOOOOOOOOODOOOOOOOOOOOOOOOO
gobooooooooooooooboooooooooo0o0l1loooooooon
goooboooooooboooooobooOoooboOOoOOoOoDOObOObOODObOOOOn
g0o0o0oooooooOO0oObOO0OO0O00000ooooooooooooOoObObb0O0o
gooooO0oOo0OooOO0O0O0O0O0bO0O00O000C0O00O0O000C00O0G000O0O0O0
0oo0ooOoMPLSOOOODOOO 20000000000000000000
gooooooooooooOoOoCboOoOOoO0oO0oOooooooooooooOOObObOOno
gooooooooooOOoOOoOOO0000ooooooooODOOObOObb0O0o
gooooooooooOoOboOooOoOo0oOoooooooooobooOOOOOOOoOoOa
gooooooooooooboOoOoOoOoOoOooooooooobDDOOOObObbOOOO
gooooooooooooOoboboo0o0o0oooooooooooobobbboOo0o
goooooooooooooOooOooooooooooooOooOOoOoOOOoOoOoOg
gooooooooooobooOoooooooboooooooOoOboboOoOoOooooo
gooooooooooOoOoOboOoOoOoOoOo0o0oooooooooooOOObObObOOoOo
ooooOooooo

Distributed and Co-operated Fault Processing
for Various Virtual Networks over MPLS

0saMU WATANABE 12 and Kencur Kovanacrit

Recently, service providers build various layer 2 virtual networks (Ethernet,
Frame Relay and ATM) over MPLS core network. This MPLS convergence sig-
nificantly reduces cost of ownership, although at the same time, this convergence
increases operational complexity. Because one physical failure induces various
failures at virtual networks. Operators are required to find the root cause event
as soon as possible. This paper proposes the methodology of root cause event
analysis based on communication service entity relationship of MPLS layer 2
virtual network services. Our methodology does not have to store entire de-

pendency rule in NOC NMS, instead, dynamically generates entity dependency
information using router’s own local information. Our methodology enables
physical fault isolation by means of dynamically generated entity relationship
from router’s local information.
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Fig.1 Virtual network services over physical network.
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Fig.2 Layered entity and its dependency model.
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Fig.3 Virtual network services over MPLS.
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Fig.4 Alarms caused by link down at MPLS TE network.
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001 R1: *Dec 28 15:14:14.023: %OSPF-5-ADJCHG: Process 100, Nbr 1.1.1.104 on Serial2/1 from FU...
002 R1: *Dec 28 15:14:14.024: %LDP-5-NBRCHG: LDP Neighbor 1.1.1.104:0 (3) is DOWN (Interface ...
003 R1: *Dec 28 15:14:16.014: %LINK-5-CHANGED: Interface Serial2/1, changed state to administ...

004 R1: *Dec 28 15:14:17.014: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial2/1, chan...
005 R2: *Dec 28 15:14:23.430: %LDP-5-NBRCHG: LDP Neighbor 1.1.1.100:0 (1) is DOWN (TCP connec...
006 R1: *Dec 28 15:14:32.269: %LINEPROTO-5-UPDOWN: Line protocol on Interface Tunnel1000, cha...
007 R3: *Dec 28 15:14:37.249: %LINEPROTO-5-UPDOWN: Line protocol on Interface Tunnel3000, cha...
008 R2: *Dec 28 15:14:43.313: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial2/0, chan...

009 R2: *Dec 28 15:14:43.314: %OSPF-5-ADJCHG: Process 100, Nbr 1.1.1.100 on Serial2/0 from FU...
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Fig.5 Event logs caused by link down at MPLS TE network.
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Fig.6 System overview.
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Fig.7 L2 VPN service entity dependency relationship.
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Fig.8 Event dependency graph.
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Fig.9 Procedure to derive rooted tree.
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Fig.10 Maximum rooted tree for event graph.
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Fig.11 Number of link down events and generated event log entries.
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Fig. 12 Syslog event graph build time (batch style).
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Fig.13 Syslog event graph build rate (online style).
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Fig. 14 Syslog event graph build progress.
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Fig. 15 Syslog event graph analyze time.
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