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A Case Study of a Security Measure Selection Scheme
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with Consideration of Potential Lawsuit
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Incidents on ICT systems will result in lawsuits. Needless to say, information
security countermeasures (firewall, data encryption and so on) are essential; if
we could protect our system against any security threats including viruses and
crackers, incidents such as information leakage due to illegal accesses and/or
service suspension due to denial-of-service attack will not occur. However, there
could be no perfect countermeasures. Therefore, companies and organizations
need to be prepared for litigation. That is, digital forensic countermeasures
(management of a variety of system event logs) should be applied with infor-
mation security countermeasures together. This paper proposes an approach to
formulate an optimization problem to select both security and forensics coun-
termeasures that maximizes cost-effectiveness.
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Table 1 Requirements for enhancing legal basis of log.
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Table 2 Case study 1.
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Table 3 Possible factors of information leakage or server down.
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Table 4 Relation between incident’s factors and IS countermeasures.
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Table 5 Relation between requirements for log and DF countermeasures.
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Table 6 Countermeasure selection in case study 1.
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Table 7 Case study 2.
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Table 8 Countermeasure selection in case study 2.
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