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A Group Key Management Scheme for Sensor Nodes
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Belonging to Multiple Large-scale Groups
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To realize secure communication between a server and groups of sensor nodes
in a wireless sensor network, it is important to manage a group key that is shared
among member nodes in a group. Several group key management schemes in
sensor networks have been proposed. However, if a node belongs to multiple
groups, both of the memory and communication costs increase according to the
number of groups. In this paper, we propose a new scheme in which group keys
of different groups help each other’s key management in an environment of a
number of nodes do not expose their important internal information at once. It
is shown by an example scenario that our proposed scheme can eliminate 64%—
88% of node’s memory costs and 46%—-97% of server’s communication costs for
managing multiple group keys compared to other known schemes.
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Table 1 A classification of key management schemes for sensor networks.
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Table 2 A comparison of centrally-managed group key management schemes.
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Fig.2 An extended artificial attributes.
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Fig.3 Order-1 groups in our scenario.
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