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Program analysis for mandatory access control
based on data flow information

TAKEHIRO KASHIYAMA,! YUSUKE KAWASHIMA, 2
SHozo IpA,T? Eur Takimoro! and Korcur Mouri'?

Recently, leak incidents of data have occurred frequently. In many cases, the
factors of data leakage are as follows: taking data out illegally or unfairly, or
misoperation by a user with authority to access them. We have been developing
operating system DF-Salvia for the purpose of preventing data leakage which
resulted from these factors. DF-Salvia monitors behavior of processes not to
access computer resources which have a possibility of data leakage. When a
process requests to access such resources, DF-Salvia allows the operation if it
does not violate the data protection policy. The access control of DF-Salvia
depends on data flow information which is obtained by program analysis. In
this paper, method for analyzing the data flow information is described.
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Fig.1 Access control model of DF-Salvia.
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1: fp1 = fopen(...);

- .
2 fp2 = fopen(.). 3: fscanf(fpl,.....,&buf)|«— E & A

T—4%70—

02 00-0000
Fig.2 Define-use chain.
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void func{ —_—> iﬁggl
: FTHRER2

char buf[256]; [ feetsout..,..); |
fgets(ouf, . s Vv
fputs(buf, .....); I fgets(buf, ....., ... );
if (oo

fputs(buf, .....);
}

Last use point I

| =remosewmns

fgets(buf, ..., ... ); |¢==| EEEOREERA

| QO BRERADEA

Last use point

}
03 000o0O0ooo

Fig.3 Insertion of last use point.
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void func{
char buf[256];
[fgets(buf, e, Tp1);
if (o)
[ fgets(buf, ....., fp2); ]- ______
}
[fputs(buf, )
}

04 0OO0O0O0ODOO
Fig.4 Sharing of use point.
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void func{ [ eetstour, 256, stain); |

char buf[256]; \L
fgets(buf, ....., fpl); | fgets(buf, ....., fpl); I
i () v
Last use point | Last use point k== BRERAADEA
fgets(buf, ....., fp2); ‘l’
[ eetstous,...., o2 |
} 7

fouts(buf, ....);
puts(buf, ...) | fouts(buf, ....); |

}

05 0JO00O0O0Oo0OD
Fig.5 Addition of use point.
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void func{ void func{

char bufA[256];
char bufB[256];
[fgets(bqu, e, TP1);

char bufA[256];
char bufB[256];

] [fgets(bqu, ..... , fpl);

if (oo

)

if ()

[ butsiol = bufafol; }---,: » [ bufeio] = butarol; )
fgets(bufA, ....., fp2); i fgets(bufA, ....., fp2);

} i }

[fputs(bqu,.....,.....); ]<—§— [fputS(bqu, ..... o) ]<—

[fputs(bufB,.....,.....); ]<--_= [prtS(bUfBr ----- ) es); ](—

} }
06 0D0-0000000

Fig.6 Combination of define-use chain.
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void func{
void func{ char bufA[256];
char bufA[256]; char bufB[256];

char bufB[256]; (feets(bufa, ....., fp1);  J----

[feets(bufa, ..., fp1);  J----
( bufB[o] = bufao];
» [ add system call

fgets(bufA, ....., fp2); fgets(bufA, ....., fp2);
! }
e o e

(fruts(bufB, ..., .., ) (fouts(bufB, .., ..., );
! }

| bufBlo] = bufa[o];

07 0000000000

Fig.7 Insertion of system call for assignment statement.
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void func{
void func{
char bufA[256];
char bufA[256];
char* bufB;

char* bufB;

[fgets(bqu, e, TP1); }—

if (. ){
*bufB = &bufA[0]; <

fgets(bufa, ....., fpl);

*bufB = &bufA[0];
Last use point
fgets(bufa, ....., fp2);
}
fputs(bufa, ....., .....);
fputs(bufB, ....., .....);

fgets(bufA, ....., fp2);

N

}
fputs(bufa, ....., .....);

[fputs(bufB, ey ennd); ]<_
}

08 OO0OOO0OoOooOoooO
Fig.8 Data spread by alias.
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