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Fig.2 Patterns need to be addressed for protection of privacy.
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Table 1 Respawn survey result. A breakdown of filter by conditions to 316 domains.

ooo oooo ooooo
oooo 1 HTTP / Flash Cookie ADBOB' 000000000 284
0000 2 | 000 Cookie JOOOO0OOOCookie OO0 253
oooo 1 HTTP Cookie 0000000000 OOOOO 238
0000 2 | HTTP Cookie DO0ODOO0DOO 29
0000 3 | Flash Cookie 0 HTTP Cookie 0000000000 18

000000000 Cookie0OODOODOODOO0D0 316000000000031600000
11,016 00000000 FlashDOOOOOO00O00O0O00O0O0OHTTP / Flash Cookie
000000000000000000000

Flash 000000000000 11,06000000000000000000000
000000000 20110 10000020000000 3000000000000
000000000 D000HTTP / Flash Cookie 0000000 3160000000 18
0O Flash Cookie 00 00000000000000 HTTP Cookie 000000000
000000000 (0 1)000000000000 KeyD ValueDOODOOODOOODO
0 (0 2)0
00000000000000000000000000000000 HTTP Cookie O
00000000000000000000000000000000000000000
oooon

4. J0O0OO0OO0OO0OO0O0bOOo0on

gooo0oO0oOo0oO0oopooOoOOoOoUUUOooOoOoUOOoOoOooOODOoUoOOoooDoO
0000o0o0o0oUoooooooooooooooooo

00oopoooo0doOoooooUoooD c400DDOooOoOoOooooooD pCcO OSO
0 Windows XPOWeb OO OO OO Internet Explorer 8.0000000O0O0O00OO Flash
Player 10000000

gob0OooUoooO0oOooDOoOoOo wWebODOOOoooOOOOODOOOODOOODOO
00000000 HTTP Cookie DO DD ODOOOODOOODODODO CookieOOODODOOO
000000o0oooo0U0ooooo0oU0ooooo0oooooooUoooooooo
ooo

00000000000000000000000000000 WebOODOOO Firefox®

Vol.2011-DPS-146 No.37
Vol.2011-CSEC-52 No.37

2011/3/11
TS9HYRE TIANREDRT L
ABEMER
G—
i TIE7#:Cookie®
7'7'7"1’0)"’I~7]’/

[P dan
ITAdeock Pluslir> 51 /’7':' "’\

8= wXln

Aoz
EEE Web A+ J:L)ju w# €xample2.net

03 OD00oOoooooooooo
Fig.3 Overall view of privacy protection system.
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Table 2 A list of detected various data.
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