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An Improved Accuracy Method for Detection of
a Web Application Parameter Tampering
Vulnerability

Shigeki Kitazawa', Kiyoto Kawauchi' and Shoji Sakurai'

In this paper, we propose an improved accuracy method for detection of a Web
application parameter tampering vulnerability. Our method can detect whether a
parameter tampering is success or not, with high-accuracy and efficiency. In our method,
important parameter on security is extracted automatically from parameters which send
from user to a Web application via HTTP.

If you employ our method, you can detect only parameter tempering vulnerabilities
which are an important parameter on security. From this feature, since you don’t
necessary to determinate a result of Web application assessment is correct by hand, you
can detect a Web application parameter tampering vulnerability easily even if you don’t
have special skills about Web application security test.
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<form method="P0OST” action="login.cgi”>
{table>
<tr>
<td>& T : </td>
<td><input type="text” name="1D" value=""></td>
</tr>
<tr>
Ed>/RRT— R </td>
<td><input type="password” name="PASSWD"></td>
</tr>
<tr>
<td>
<input type="submit” name="ok” value="3%{E">
<input type="hidden” name="pagelD” value="|D_PASS">
<input type="reset” value="HUH">
<input type="hidden” name="Cancellation”>
</td>
</tr>
</table>
</form>
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