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On the Automatic Detection of the SQL Injection Attacks
by the Feature Extraction of the Single Character

MicHIO SONODA, ! TAKESHI MATSUDA, !
Daik1 Korzumif! and SuiceEicHr Hirasawa Tl

In the conventional study, the parsing and the blacklist of the past attack
methods are widely used in the detection of the SQL injection attack. How-
ever, the diversified camouflage technique makes detecting attacks difficult in
such approaches. Then, in our study, we prepared the attack strings group and
the normality strings group as samples of the input string, and we proposed
high-speed algorithm, based on the ratio that occupied it to the character string
where the character that characterize the attack was input, to reduce both mis-
detection rates, and we evaluated it.
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Table 1 Candidates of Characters for Feature Extraction of Attacks
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Table 2 Samples of SQL Injection Attack Sequences
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Table 3 Samples of SQL Normal Sequences
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Table 4 Result of Preliminary Simulation
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