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A Steganography-based HTTP Proxy System for
Covert Web Communications

Tatsuo Inukai” and Manabu Hirano®

In these days, some countries deploy censorship mechanisms of the Internet. On the
other hand, some countries try to deploy efficient surveillance systems for antisocial and
illegal contents. Therefore, studies of such censorship and surveillance systems are
becoming more important. This paper shows a novel steganography-based HTTP proxy
system for covert web communications. The proposed system bypasses surveillance
systems on the Internet. The proposed system can embed original HTTP messages into
image files by steganography and send them to original destination servers secretly. This
paper shows results of performance evaluation of the prototype implementation. This
paper discusses the detection method of the proposed system.
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