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Blocking scan attacks using Quagga
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The scan attack, in attacks over the network, is that the improper act of gathering
information about connecting to a network server or PC’s IP addresses or provided service
in network attack. Attackers do DoS (Denial of Service) attacks and some sabotage after
the scan attack. We would like to disturb information collecting action from attackers by
blocking the scan attack, then subsequent attacks made by them can be prevented. In this
paper, we described a summary of the Quagga system for scan attack interception, and
showing the advantages and disadvantages of this method, lastly discuss and analyze the
log information obtained in actual operation.
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NELAL | IP T RL & NELAL | IP 7 RL A
1 133.37.a.1 6 133.37.6.6
2 133.37.b.19 7 133.37.£.109
3 133.37.c.117 8 133.37.9.29
4 133.37.d.33 9 133.37.n.24
5 133.37..40 10 133.37.9.96
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