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Proposal for Preventing Information Leakage
on Social Media

Jumpei Urakawa’ and Kenji Suzuki’

In recent years, information leakage from companies has been increasing. In the
information leakage medium, there are social media such as BBS, Blog, SNS and so on.
While social media, as well as web-based email and IM, are frequently being used by
company employees, the damages for companies will continue to grow as the users
disclose information to the social media, which the general public can browse once the
information is leaked. Companies are attempting to prevent information leakage through
social media by applying existing web-filtering systems; however, they include some
problems. For example, they cannot regulate new and unknown websites or they regard
non social media, as social media. In this paper, we propose a social media filtering
system that possesses decision-making criteria that consider the data construct of social
media and can enforce regulations at the right time for preventing information leaks.
Moreover, we measure the regulation rate of social media and the false regulation rate of
other web sites to show the overall effectiveness of the proposal method.
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Fig.2 Web usage by employees in the industry
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Fig.4 POST data sent by the client (example of BBS)
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Fig.5 Concept of social media filtering
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Fig.6 Functional modules in social media filtering system
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name=Jum&email=Jum%40m.inf.com&url=http %3A %2F %2Fwww.inf.com&subject
=for+internal+use+only&comment=name+Jumpei% 0D % 0Anumber+090-1234-5678
% 0D %0Aaddress+chofu-shi%2CTokyo

7 7 T747 2 hirbiEfE SN D POST 7 — & (HhiF)
Fig.7 POST data sent by the client

(3) EAMTER L VBEEORE

V=¥V AT 4 71X BBS, Blog, SNS Zfkx e AJJFEREZ D72, Web A —/L
WH LT, HERGLRXx—U—FOREHLEL, ZHRERATTEZHE LR
iZze b, F7z, BEHMSTOFEIE, VY=Y % VAT 4 T OHTHND A[REED
BWF—T— K (RZERD “BRE”, “BXAD” %) Oz K& L, Biflxg
NTHLHEETA b~Dul A2, 250N, Fla—FEgcbiHsnF—Y
—F (%Hl, 7 RVRE) OIS T2 b 0EERD. BIEIZESATHES
FOF—T— FOEIETFTH0, 2l tb 2ol EOF—U— RREENRWVR
DHEI L2 WED TRANETHS.

FRAAMC X, HHIERE <, BHREEREMMEL b X O ICEAM T ER X OBIE % 3%
ETDVLEND DD, KRS DY E RO 57 OICITFEED Web 4 MIH L
T ER AV KT HEEND D

(4) Bl FhE
AFIECBITDHRBIERDOZ A I 71K 6 IR TEICUTDO2oTHD.
A1 HE 1 OFERICE > CREFF URL NBIMENBH T T v 7 ) A MZEAL,
FTDW%T TAT Y R HOPOST Y 7 = A R HIIFIZ, £ @ POST U 7 =& k4G URL
LET T v 7 U A RO URL 2 —E L 7= 6
R 2 HE 2 T =% VAT 4 T &MWL 7B
SRIZY =V YN AT 4T DA BAN T A — AIRFERFOBERICEE SR
TWB I ENRBWD, 74— ARFTRFICHGIER L TLE D &, REHEREED Y
FTAT Y ML LRL 725, KK, [ERFEIZZ 747 2 EBY—"~T7 5 — 11
WERGTHZLICLOVRET DD, HIEREOX A I 72 BLYE, 7747
F O DOIERFEE L THEIT A2 EBNMOTEEL 25,

4, Y= X I ATAT 2405 5 RMEER

WBRETDY =Y NAT AT T ANE Y TV AT AOFHNERE EM L=, KE
BRTIE, BEFEDOY =Y VAT 4T 41 &, Google T [ZA hib, Avt—) &
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BB L TH/LILZ 65 DY —2 v L AT 4 T LSO Web $4 MIXEL T, 1ERDOF
—U—RFFREBETHXF—U—FHFROWGEHEAL, Y —Y ¥ VAT ¢ 7B
&R A i U7z

kTR, POST AV v RBMEE ENTZ form & SO B E it &+ 5~ 0
MEFIELIIRARY, HIML XENOKTEY 7 2R 2EREMTR & +5. £i2
ARFERR T, |AMEICT 2 HHE, BEAROEELZAET 5720, EHoE
HOTEOMEAZL, TNHOXF—T— R EEREBFITIEE 20), OIRT. 22T
X, ADPERBHENS L (False Negative D FJREMEZ &), E 23 bk L < (False
Positive D A[EEMERN @Y 2> TEY, BIEIZWTNOERTSH 5 LRE L. k5
R EREFRUC K 2HHIE, BHAHELZNENE 8(a), (BIITT

#2 F—U—RLELMNT

Table2  Keywords and their weighted value
(a) HIE 1 (b) HIE 2
(a) decision 1 (b) decision 2
#H #H
g AlB|c|D 4 g AlB|c|D
Bkl 11]1]1 Name 11 1]
A—)L, PEL X, URL 11111 Mail, Address, URL 1]1[1]1
Hic, 707, B KKK Submit, Post K
&R 1]1]1]2 Diary, Blog, Question 1112
BRIV, &, B 1]1]2]2 Title, Subject 1]1]2]2
A, Ayvt—2, oAV AR 1] 1] 2]2 Body, Message 1l212
HBR ¥ — 112]2(3 Comment, Content
eI B 2EAT 1[2]2]3 delete 1]2[2][3
100 7| BRI HIE 100 —_—
on | MBI o | .a;;%f@
80 - 80 | W=
70 70
G0 — G0
50 — 50 1
40 — 40 -~
30 — 30 1
20 — 20
10 — 10
0 T [V T T T T T T T 1
A B o} D A B o} D

(a) #ERITK
(a) Conventional method
B8 U - R

Fig.8 Correct and false regulation rate

(b) REFIE
(b) Proposed method
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(1) V=% AT ¢ 7R

K 8 RT L HiC, MESFRNOBHIEILR 2 IRTHF—U— FOM D OEEIC
93%THY, MVWMEER>TWS. ZhiE, POST AV v RBEESNTZT +—2N
WY =V XNV AT ATRAEOF—TU— KR EEN TV DA REERIBD THW I & 27K
LTV, ERGFROBEHERE DX, AT 4 —LLUANOEIBEDORIZF—T — K
NHE LT\ ThD. RERTIE, 7747 MO OEET — X M+ 5
HIE 2 DENDRNR, BT ITAT ML EREENDET—FAHFOF—U— |
B, =ML REEIND LD LER—DFEN SN oTclzdTHSD. LML, AN7
F— L% JavaScript FIZED 7 T A7 v MUTERIZAR S LD b O3 LT,
E2BREHTHDHID, SHFMIERIREIKRT DI ONEEENEGEDL EEZ D
ns.

(2) FRHLHI=

X 8(a), (b) ZLb#ed 2 L, MEFXITBMHEL KIBIZKELTWD. i,
HTE 1 DN SR % POST A VY v RBMEE SNz form Z ZHNIZREL TWDH7-OTH
5. Web A hOHFIZITGET AV v REFIHT HX—VEBR LV, RBT +— 2%
DAR—=UHNICERBE SN TOWBHITL WA, POST X Y v REHADZD O form ITHEE S
NTWBZ LMD, POST BHEE X7z form Z Rz 720 =N HF — U —
RARLZHIALTWEE LT, TR E L THbanizd, BHlzHs3 2 &
MNABEL 72> TW 5.

(3) EAMITMORE

@ RDH L, ¥—U— FOEAMNTOEZRKE T 51T EHHFIEM EL T
L0, ZXUCHEWVEASIE LM EL TS, 2F 0, EHIRREZLT 5l ietEE H T
TTWEEZDZPEOERITF—U— FOMD D L ) ICEA T EIC KXWV EEZRET
D08, BEAHHIRD 69% & IEFITKE W, EERRO KIEZME FIXmnizwn. i,
LA ZBIR L2356, BB X2 EBROBTIED 200, EHIFRRO ATHelk
PHED CTEL 72D, 20X DI, itk TRl e BT OEOEH N RETH 5.
KL, X 8b)DIRE S XNE R DL, EAMfTEEKRELTHIcoNn, BIRHIE
RS IMZ RN LB REM ESE TS, (o TEEERY =V YL AT 4 TR
FTHRUTIE, F—U— FEEMSEL0ERH DN, EAMTEZ LSS =R T
KREITH)ZET, BWRABIELZEATELX—TU—FOMERSITHIT RN TE
5.
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5. ER

(1) BENTY =T VAT 4 7 2FA ULIEREZBET 20 E3H 50, HRiFRIE
537z iz by, Zo8EEEMET HRE, 2947 bR EENE T —
ZDIHEFRNTT DX —U— FHFK, POST 2V~ FEBIGNH 223, BRIZBWT,
AR EE LN, HEIR S POST T — X OV A4 ARENKRETH DL ED
HENS ZINHDOT7 4V Z U 7 EFAEY, URL 7 e v X 7k 778X HIK
EEIETLHEERAL TS, B2, V"B T4 T PRI B %
BEENDET—FHMT 5L TOB3%E WD EWREIREMEE LoD, frxt4gs
POST A Y v RMEE ST form % ZNICIRET 2 Z & TRURAKIR b TEL Mz
HLEMWMTED, £z, /94T " bDRRFEIA L AR T, &R A
U TCERBREIET D2 7 ANEZ ) TV AT ATHD.

Q) BEFROHEFIEIZEFOEBEEZITI Z&ICLY, BHIEOMRBHFEIND,
K 9(a), MIZRT LI RY—RET T4 T NEOT—2@EHISD. BETXD
HEIERETIE, B2O0ELMIMEOHE D ZHAWIEE, b— bR EEShDET—X
DEBANFEDOEHN 3, 7 IAT L MMBEN3 L0, Y%A Fa Y — v /LA
FATTHHEHE LW, LL, ZA6F—U— FOMAAEDLEILY = v /LA
T4 TR EHWT 2012+ THhHI0, HE2 ZHHAT IS, HE 1 OFERE
MEL CTEFHETHW T2 Z &L TS TE 5 (ROBGAITIEAFHE 6 THEITHE &3
D). FEROERE LT, BEFEREOZODOANTI 7 +—2NIZBIT A% —U— NHEL
BHENE N OICHH TR Do TR H o720, V=% VAT 47, HrlcaR
VR RFER—UIE, 2 A MATERTRVWER D 7 3 — 2RI EFR (BEFELS
DAER, A ML, LEI%) ZEATWDEZENEL, ZBIFROSLD 24 E Y
O—o2r LCHATIZZ b\ THIEEZLND.

<form method="POST" action="write.ht

]

crumb=qWné&s=art_cmt&fid=759&p
content" class="ar 1d=277&category id=5511&update=
ea"></textarea><img src="cl.gif" class="
Irpy" id="com id27" alt="#¢%&"></form

ml"><textarea name
1&emoticon=01.gif&nickname=jum
pei&content=this+is+comment

(@) =" T—X
(a) Data by the server (b) Data by the client

K9 H—3 27 T47 2 MNADORZET —F k)

Fig.9 Transmitted and received data by the server and the client

by 7I7AT NI DT—X
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B) AMEDT—1E, Y= XA AT 4o TORMAICEY, HEENREEICBITSHE
BN A SNBSS0 EHHET 5L THS. Lrl, oz oz sy
AT AT, REFNRREa T UVICHTE2F—U— vy F U THEEIIHZD D
DD, F—T— ey FrZOMRITIE, avT oY EBENTWS. ZO=H5%IE,
I—FRAN LEFRICH LT, F—U— FoHEMEE, LE2FHL, 741
VoIV AT ANERICZNOEREEET OMEEZHEL, 7747 b2 LOHR
H, aA MEBONEEHETORBIGAIEICLIZVWEE LTS,

6. #ER

AR TI, REICBI D Y=Y VAT 4 TR X 2 ERIFRE R T 5720
W2, £9, Y=Yy AT 0 T OHNNEREFE L. ZOME, P—BLO”
FSAT VI MENSEET —F OMEIC Web A—/LEDBELPANH D Z & 2R L
7o, TR, CEMEBICLD Y =YX N AT 4 T T 7 AN ITEE EN R
L7z Web A—1VT 4 NZ VU T VAT ANERTEDREEEGE-. 0k, /E¥8
NAEZEFE L U CEWRIEE LR D, SEOCMAMIERRZ & OFBRIFN O %L
TEHEXFERL, HHRIRMBILICSLELERD Y=V Y VAT AT I ANE ) T
AT LERRBELZ. KVATATIE, Y=V ¥ VAT 4T OEEEICEDETEF—U
— REZHRETHHLEMNE 25NN —TU— ROMAAGDLE EBEOREEZ R L.
F7o, FHEEREZEL, Y= ¥ AT 4 THEIR, BEfIRLS T, BESKOHE
AR TR LT, 5%IE, 2347 MoEoTANESNTEa Ly F oY ORE % E/MIC
R L, BRI FEOMSIIESL T T FETHD.
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