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The Design and Implementation of
The Hybrid Traceback Scheme for Finding True Source of Packets

TATSUYA YAMADA,' TATSURO IKEDA,! TOMOAKI MORIJIRI!
and TOSHIAKI SAISHO!

Conventional traceback protocols have been only considered to send traceback information
from Generator to Tracer. We categorize them Passive Traceback Protocol. But their pro-
tocols are not helpful when Tracer wants to know who attacks them because of they do not
reflect Tracer intention. Therefore we propose new tracebacking concept, Hybrid Traceback
Scheme. In order to work well this scheme, a new protocl is required which is able to reflect
Tracer intention and initiate tracebacking timely. Moreover, we introduce Active Traceback
Protocol specification and some usage to enable Hybrid Traceback scheme, and describe some

processes using it.
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