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Virus Analyzing and Capturing Environment built on Virtual Machines

SHIBATA Ryoko
Graduate School of Science and Technology,
Chiba University

IMAIZUMI Takashi
Institute of Media and Information Technology,
Chiba University

We need secure network environment for further evolution of the Internet. However, the crimes over the
network are increasing and cause a big social problem. When a computer virus infects a lot of computers over
a network, users on the network can not exchange messages, and it is difficult to continue the business. In this
case, it is necessary to remove the virus from the network completely and to investigate the influence by activity

of the virus.

In this paper, we construct a system for analyzing a virus in detail, and evaluate the system. This system
helps us capture the virus which works on a network, and analyze it in a safe environment. Using this system,
we can analyze the virus which exists on a network, and inspect and analyze suspect files.
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