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A Signature Optimizing Method using Information of a Network
SATO Junji
Graduate School of Science and Technology,
Chiba University

IMAIZUMI Takashi
Institute of Media and Information Technology,
Chiba University

A signature-based IDS reports a lot of False Positive alerts because of improper signatures. It is dependent
on policies of the network whether a reported alert is False Positive or not. In this report, we present a method
to eliminate False Positive alerts. To optimize signatures, we use information about the network (i.e. Network
Topology and Security Policy). Using this system, you can apply optimized signatures to IDSs, so the IDSs

report less False Positive alerts.
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/¥ Xy NT—=TET T3y x/
network {
outside {
IPv4 0.0.0.0/0; }
anz {
IPv4 192.168.100.0 / 24;
IDS 192.168.100.200;
wwwl (HTTP_SERVERS) 192.168.100.1; }
inside {
IPv4 192.168.0.0 / 24;
hostA 192.168.0.1; }

}
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default block;

allow any inside -> any;

allow http outside -> HTTP_SERVERS;

block http outside -> wwwi(test.cgi);

block http hostA -> HTTP_SERVERS
{dont_care};

allow smtp hostA -> SMTP_SERVERS
{check_source};

/* P—EREI g x/
service {
http {
tcp any -> 80;
check(widely); }
telnet {
tcp any ~> 23;
check; }

smtp {
tcp any -> 25; }

K3 X2l T7T4hY I~k

BEShZ URLICRT 2@EICRY 77— b2 RE
T BT IRTF v EERT D, ‘

Y—EZXEILarTiE, v—E7 v a TR
BB —ERARFICHOVTEERRR— FESL
Frazidd s, y—ERIH LT lcheck) FEEM
HIBEIL, TOV—ECRIZHT AV IR F v 5F
T 5, S5, widely A7 3 »H3HDEEIL.
ZOY—ERADERMBET FLAEZFEEDOY—NIZ
REWETIC, LSEREITI, &2, HTTP &
Bz widely BENH - 21BE. BEZ HTTP &@1E
AHTTP — LM L TIThRTL 77— b &
ETHE52T 5,

3.3 RAYFIT—HIZEBLE-VHRFY

snort.org CEIA SN TV BIRABR Y 7R F i,
ftp.rules D X 5 ICHBOFEEBNC T 7 A M HEX
NTHY, 2004 £ 8 A 17 HHTE, 48 7 7 1 /L 2464
W=V THR STV [2), EL—ADT KL RER
i, L3RRy b - CHEDOEFRIATE
5917, TRTCOT7 RLRZEKETS any ZAV
BRE, T FUVRGBMRIEL 725 T3,

ZOREETIE, Ry PU—7 TREL Ty —



alert tcp $EXTERNAL NET any -> $HOME_NET 21
(msg:"FTP CEL overflow attempt"; ...;)

alert tcp $EXTERNAL NET any -> $FTP_SERVERS
21 (msg:"FTP CEL overflow attempt"; ...;)
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alert tcp $EXTERNALNET any -> $wwwl 80
(msg:"local 001"; uricontent:"test.cgi";)

alert tcp !$hostA any -> $SMTP_SERVERS 25
(msg:"local 002";)
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