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Realization of Dualized Firewall, Installing Transparent Proxy and Balancing
Backbone Traffic by Load Balancers

SUGIURA TOKUHIRO' and YAMAMORI KAZUNORI*

The authors have installed load balancers for our firewall system. For load balancing of firewall
machines and achieving the redundant system. Two firewall machines are set down between load balancers
and balance traffic each other. Next, a transparent proxy that is also set down between load balancers. They
drive http traffic to the transparent proxy by L4-7 switch function for reducing load of firewalls and
" compressing http traffic to the Internet. The load balancers are also utilized for dividing http traffic into
several circuits including four ADSL ones to reduce traffic of the main backbone circuit. Also the authors
take account of redundancy of load balancers themselves, so we use two in pairs i.e. four balancers totally. As
a result, when any of them including firewalls and the proxy went wrong, whole traffic can run through
some backup lines. This paper describes a method of network design considering load balance and
redundancy, evaluation of the new system, problems in practice, possible countermeasures and the future

plans.
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