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. Abstract

On IEEE 802.11b, that is the most popular standard of wireless LAN rietworks, an encryption
function called WEP (Wire Equivalent Privacy) is used for preventing both eavesdropping
and unauthorized access. However, WEP is known to have some drawbacks that it is easy to
break and, especially along with end-to-end encription, it has large overhead due to duplicated
encryption. In this paper, we propose a method to reduce these drawbacks. On this method,
a packet is only authenticated when end-to-end encryption is applied, or otherwise encrypted
by a stronger cipher algorithm. By virtue of this method; we can improve the communication
speed as well as the the network security on the IEEE 802.11b environment.
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