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A Proposal of Warning Interfaces
Causing Discomfort for Awareness of
Security Threats and Human Errors

YASUHIRO FUJiHARAT! and YUuko MURAYAMAT!

It is necessary for users of network services to be aware of security threats
and human errors. Our research is to implement user interfaces with which one
would feel discomfort so that s/he would be aware of security risks and human
errors. This paper reports our user survey and implementation of user inter-
faces casing discomfort. We collected the possible elements of discomfort with
several pretests to produce a questionnaire and conducted a user survey. As
a result of the exploratory factor analysis, we present seven factors which con-
tribute to discomfort feeling. We assumed these seven discomfort factors and
implemented warning interfaces on a web browser and an e-mail client. Finally,
we suggested directions for design of warning interfaces causing discomfort.
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Table 1 Factor pattern matrix. Table 2 Result of a factor analysis.
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Fig.2 Example of the factor “Difficulty-in-seeing.”
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Fig.3 Example of the factor “Time-consuming.”
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Fig.4 Example of a warning of incorrect address.
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Fig.5 Example of a screen of the quiz site.
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