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A Decision Algorithm for Biometric Authentication
with Security against Wolves and Lambs

TAKAO MURAKAMITY and KENTA TAKAHASHI L2

The existence of Wolves/Lambs that have high similarity scores against bio-
metric data of others is shown in biometric authentication. These biometric
data can easily cause false accepts against others, making the biometric system
insecure. No techniques, however, have been experimentally shown to have se-
curity against both Wolves and Lambs, to our knowledge. In this paper, we
propose such a technique by normalizing the scores to the posterior probabilities
using the impostor distributions specific to the template. This technique can
be applied to any biometric systems that output the scores. We quantitatively
show that the proposed method has security against both Wolves and Lambs
through the comparison experiment using the NIST BSSR1 database.
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Fig.1 Security measures related to false accepts (FAR/WAP/LAP).
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Fig.2 Unimodal biometric verification using the proposed method.
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Fig.3 Security of the proposed technique against Wolf and Lamb.
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Fig.4 The performance of the conventional techniques and the proposed technique (FRR-WAP

curve/FRR-LAP curve/FRR-FAR curve).

00o0oooooog Vol 51 No. 12 2319-2329 (Dec. 2010)

01 0000000000 WAP/LAP/FAROOOFRR < 7.5%000FRR < 25%0
Table 1 WAP/LAP/FAR in the conventional techniques and the proposed technique (top:
FRR < 7.5%, bottom: FRR < 25%).

FRR < 7.5%000000

WAP LAP FAR
oooooo 45% 32% 8.3%
0000007 = 4000 40% 32% 8.2%
000000000/000000000000 6.9% 8.6% 3.1%

FRR < 25%000000

WAP LAP FAR
oooooo 0.53% 0.33% 0.010%
000oooT =40 0.42% 0.31% 0.0094%
000000000 /000000000000 | 0.044%  0.044%  0.0005%

0000000000000 0DO0o0o0o0oooOoooOwWAPOOODOOODDOOOODOODO
gooooooooooobooooooooooooooooooooooooooDoonoo
oooooOoO wolfODODDOODDOOOOO0OO0O0O0O00O0O0000ooOoOOO0O0ODO0O00
goboooobOoooOoooOTr—-10000000000000D0O00D00 s, 00000
OOoOoOO0O0O0O0O0OD0O0ODODOO000000 s, 00000000000000 WolfO
000000000o0ooo0ooooooooooLAPO0O0OOOOOOOOOooooOon
goooooo3sooooooooouooobooooobooooooooboooooooo
0000000 LambO0O0O0O0O0O0ODODMO

gooooooboooooooobooooobooobooooobooboboooooDoboo
00000000 wApPOOOOOOOOOOOOO/0OmMOooOoOooOooooooo
000000000000000000 LAPOODOOOOOOOOOOODOOOOOO
0/0000000000000o0oUo0U0on00 2000000000000 WAP
000 LApPOOOUOO0O0OOOOUOODOOOOOO/O00O0O0D00O00OOUMOOOO
420000000000000000000000 Wolf0OOOOOOOOOOOOO
0000000000000 00000 LambOOOOOO0OO0OODOOOOOOOOO
goboooooon

0000000000000 000OoWAPOOOODOOOOOOODOOOOOOOOO
gobooooboobooobobooobooobooboOooOooOobooOobOoOooDo 200000
O000accept/reject0 00 0000000O0D0OODOO0OOOOODUOOOOOODOO
gooooooooooooooobooboobobooooooboobooboO sy, 00oooooo

(© 2010 Information Processing Society of Japan



2327 00000000 Wolf D Lamb0 00000000000 ODOOOODODOOO

000000 reject 00000000 OOOOOODOODOOOOODODOODOODO
oooobo0 s, D000 0ob0oooobooboobooboboboboobooDo
00000000000 0000000000000000000 WolfODODOOODOOO
gobodoooooooooobbooobooooooobooooooooooooon

O0mooooo0o0oo/000obooUoUoUo@mo WAPODLAPOOUOOUOOO
O0000000000o0o00oo0 WolfOOOOOOLambOOOOOOOODOOO
gooooboooooooooooooobooOobooooooboOobOooooboOoboOoooooooo
00000 FAROOOOOOOOOOOOOOOO0O0O0O0 Wolf O LambODOOOOOO
gbooobooooooooboooooboooobooobobobooboooOoboobooDo
gooooo

O0O0O0ODODUOUOOOOFRR < 7.5%00000 FRR < 25%00000000000
O0O0DO0ODU0OO0DODUO0OWAP/LAP/FAROUOO 1 000000000000 OOOOOO
FRR < 7.5%0000 T = 4000FRR < 25%0000 7T =40000000000
o000 FRROODOOOODOOOOOOODOOOODOOOOOODOOOOOOODOO
goboooooooooooooobooooooobooooboooooo

5.2.2 00 2000000000000 WAPODOOO

0000000000 /00000000000M000000000000O00O00 90
99099900 N = 100100010000 000000000 FRR-WAPOOOOOOOOQOO
O FRR-WAPOOUOOOOO 50000000000000000C0OODOO0O0O WAPO

60

X X- ZaT7HIEE

A REFH(ERER/MMEBETUIL—RIE) (N=10)
40 O BEFR(BRER/MRBATLIL—FIE) (N=100)
X | RBREFXR(BREE/MBETIL—LIL) (N=1,000)

! o~

20 ~

WAP[%]
X

—C— o O ‘

5 10 15 20

FRR[%]

05 FRR-WAP OUOOOUOOOODOOODOOODOOOD
Fig.5 Relationship between FRR-WAP curve and the number of the dummy users.
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