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A proposal of a Remote Access Method
that Realizes Contentes-based Access Groups

KENKICHI MIURA,T! KENTA SUuzUKT, !
HiDEKAZU SUZUKI™? and AKIRA WATANABE'!

IPsec-VPN, SSL-VPN and GSRA(Group-based Secure Remote Access) are
conventional technologies for remote access methods. However, they can not
participate the contents of applications because they are network level technolo-
gies. In this paper, we propose a combination of GSRA and the contents control
proxy server, in oder to realize group communication based on the contents of
applications.
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1. T C &I

ENA VIR DEHERRLPENA LT — RN R K& L, Bl RS o=
PHHERHNDOY— T 7 EATEDL Y T— T 7 L AHIROBEREHE > TETW
L., VE— T 7 RAZERTLHICLY, F—R"DarF o Liza— 0 s/ L—r
VIMTELEEMTHD. BlzIE, KFEND Web F— 27 78 2T 5546, FEIE
BLERBOa TV LTORT 7V ATEDLZ—F /N —TEEHKR LN E VD
ZORNH 5.

VE— T 7B AZEBTHTFELLTUL, A ¥—%v b EIZ VPN (Virtual Private
Network) ZH% T 51 % —F v F VPN B TH 5. 4 ¥ —3 v b VPN IdA1 >
B —Fy NERNTLHRETHL, WHOUSA, BRVTELLEVSf ¥ =%y b I
DOEBNZKIT 2 FEIMLERAARTHD. £ ZCTBEITEF 2 U7 o HIFICHKSE VPN
ERWETHHFADRERE R>TND. £ ¥ —3 vy b VPN #5745 Uik, PPTP
(Point-to-Point Tunnering Protocol) ¥, L2TP (Layer 2 Tunnering Protocol) 2, IPsec
(Security Architecture for Internet Protocol) ®, SSL (Secure Socket Layer) ¥ 7 &3
»5.

F 1%, GSRA (Group-based Secure Remote Access) 2% LIRS, NAT #z Hfli %
NR=RE LI ) E— b7 7 B AEMZRE L TWDH. GSRA T, M — RENED
DY —SHTHIE 7 N—THEFHZL TEL. SN/ — F & NAT Bl F O — 3035815 & Bibs
T OB, NAT BRREZ 7> GSRA V—& AN — R3iRr T v = —a V& 9TL, GSRA
= EWNHES ) — REFBIAELTZ D 2T, NAT = v B2 WP E4T . ML — ik, L&
NAT vy B ZIZ—&ET 25851, IPBOPITBE ATy NOT FUA/R— NEHT —
TNEERT D, GSRA L, BHRESTT 7V r—2a IR0 E WS BENR D
5. B, A= MEFHRMOIN—E L IRAETHY, 77V r—var o7 sk
AHIFHNEEETESD. LnL, GSRA IRy hT—7 LV ostiRThY, 77U r—a
YDALTUNETFUWTERWY. 85T, GSRA 2 TiEar 7 Y OREITHG LT
TN—Y v 7 HFER LIS ER A7

LT, AWML TEa T oV a %y (LU CPROXY) ZH72IC8EAL, avT7
UYHN O I N— TR FEERT LS. BERBRIIATT O T —v 3 Ik Y GSRA
N—ZIISNER ) — FaFERET 5 & & big, WakfE#H%Z CPROXY ([C#mT 5. M/ —F
BRI — 2T 7 B AT HEIS, v T VY BAO 7 L — ' IRREREAIE, GSRA
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=250 T CPROXY B L7778 A L35, 22T, GSRA L7 aF% P —n
OEWEMEIEDLZLICEIVar T UYEMNO)E— T 78 A2FERT 5.

2. BBFE &M

2.1 YE—LTIEREIM

2.1.1 IPsec-VPN

IPsec-VPN (X IPsec DA ZFIHT %5 Z & T VPN 24557 5. 77“YZX5'E IR iE
7= IPsec-VPN #5{& & 4 7 — R IKE (Internet Key Exchange) 7 12 X 2 383E & W5
B % L, IPsec ESP (Encapsulating Security Payload) ® (2 X 2K FLE %:TT 9.
IPsec 1 IP JEIZB T 57 e harThsrizd, 77V r—vaZRETH I L72<,
E1RH EClENAR OB S A ERIET A2 L3 TES. LinL, EX=2 T4 RY ¥

DRERLR TV T = 3 VOREE, WREITDRINVERORVWEREHE N LD
EHARMMRKEWVWEWIBERDD.

%7z, ESP i, TCP/UDP ~ v ZEH3 I SLfiflicZ sh T sz, NAT TY FL
APEHIND L RIERTRAE Ay P RS, EESNTLESMERSHS. =
NERET 5728, 3% v % UDP (2L 0 7Bk LT NAT @iz & 583425 FE) »
HDHN, ~v OB ER S A — 3~y RO, ~y X EHOEX=2 T 4 BKTFT D
LOMEMNET S, DX HIT IPsec i% NAT & OMMENEL, NAT 2 £ 720372850
BB LA TU VL,

2.1.2 SSL-VPN

SSL-VPN (% SSLY OfEfAZFIMT 5 Z LIck Y VPN 2485811, VE— 77 B A%%E
B9 2%. SSL-VPN #HIH+ 544, DMZ (DeMilitarized Zone) LIZ#% (& L 7= SSL-VPN
=N T aF oY —ROFEER T LTI E—NT 7 EARERIND.

SSL-VPN (2 k3 VE— 77 A FRITIFLL T O 2 FEO HIEPFIET 5.

(1) 25472 H—#30D WEB JS952FAY 554

WEB 77 U PIHEHETHRH SN TV B0, 2—PFICLBRBIAERIARETH S, £z
HEHERTC PDA, 7V — A% Ch, 77 U ¥R SSLITHE L CWIVEA & 5. L
L, FINCE 277V r—2a N WEBBERSICRESND EWVIHERD 5.

(2) V9547V MIERY I EA VR M—ILT BHE

7547 MICHER Y 7 R Z2FIAT 58 & LT, OpenVPN'? 72 ¥ 33%%. OpenVPN
1%, Ethernet 7 L —2 &2 W 7 /L L GEEZITO 20, FEOT 7V r—a U A
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TEXHLWVWHFERBD. L, 7IA4T N7 NOBEBABRKLETHY, 7k d
B OBEHE RN &0 D KERD .

2.1.3 PPTP

PPTP (%, ¥R LT, A ¥ —Fy Ml LIS O LAN #i°, tHENA
H—F o NEREH L THN LAN (28T 272D, PPTP %, PPP (Point-to-
Point Protocol) ') @34~ % GRE (Generic Routing Encapsulation) '? THh 7+t
MEL, PPTP #—/3— & DM T PPP 5t i+ 5. GRE XL A ¥ 407w h=LT
HY, NATICL A — FESOEHRMNTET, NAT 2@ THI N TE RV, 2720
NAT 723 PPTP /SRR —OKREZHEH L TWA5EAIEL, NAT 2 @iBT5Z N TE 5.
*7-, PPTP TH|H L CWaK5 5 MPPE (Mlcrosoft Point to Point Encryption) 13)
IR LORERT <, EX 2 )T A MEICGRERH D LFEbh TIN5

2.1.4 L2TP/IPsec

L2TP i3 PPTP & L2F™ Ok A L7z b DT, PPTP &[FAERIC IP LIS DT 1 =
MUZEIS LTS, Lo, L2TP (3 5LEREDN BV 72 il fE O Sk I I O Bl &
PFRT 2R ERS D, —RIICIE, IPsec EMAGDETHATS. ZD7d, ~y X DB

IZPEZR WA — 3y ROMINT 2 & WS RED B 5.

2.1.5 GSRA

Fx1%, GSRA (Group-based Secure Remote Access) 99 LBES, NAT-f (NAT-free
procotol) ') EN—2 L LEHTR ) E— N T 7 AR A RE LTS, NAT-f 30 E
O NAT Bz HliCTh 5.

S — K& NAT Bl F o — 03815 2 B9 588, NAT BRE%4 £> GSRA Vv—%
SR — 3T m—v g U EFEITL, GSRANV—F B, — RERIELT 9 2T,
NAT v v VU AT, S — Rk, FRNAT v~y 7 ic—%T25E 51, IP
J@OPIZBENRT Yy DT RV R /R— NERT =7 Va2 BT S, GSRA TiX b rx/vil
B3 TH7, EH TCP/UDP ~y #DIP 7 KV A /HR— NEFEEMT 5 PFEZ - T
B, N7y hOTr—~y ERRETHY, F—r3 =~y RRD72 @l 7205 03 8L
TE5.

F72, GSRA |5 DK 5{ki2 PCCOM (Practical Cipher Communication Protocol)
1) LIRS O FREFA LT 5. PCCOM 1EHE ﬁ%}:/\/fy R DOPNE DB AR LT AE
ZRAWTMEO TCP/UDP F =y 7 HA5HHAEITH ZLIC XY, RAMEMERE T v bo
SERMEPRREZ EBLTE 5. NAT 2l T, ~» X5y ;ué‘fi%ﬁ%?ﬁéﬂé &) KFE
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N5,

GSRA I, NAT Bz HifIc 7NV — 7B CORFEZEMLI- L DT, FENES TT
Ur—va LATHIFIR . E6IC, Y—ERB, TROLR— MEFRMLO I L—E
TEFRBELTEBY, 7V 5r—va Il eD7 7 B AHENIRETE 5.

2.2 7RLRAEEIZIODLWTHER

2.1.1#E) D 2.1.4 EOHATIE, WEEITIREE, KB IP 7 FLAEZFIHLTEY,
INHOT RLAZEHTILENHDH. OpenVPN TlE, h— S22 7470 b
IR LT, DHCP 2k IP 7 KL AR DNS =72 XD % v b U — 7 REE# 4 iAo
BUEND D, IPsec-VPN TliE, #5471k 2L IKEv2?) TEH STV 5 IPsec CP
(Configration Payload) 12XV, *v hU—7REHEREEAT 5. PPTP & L2TP/IPsec
Ti%, IPCP (Internet Protocol Control Protocol) (2 &V %> hT — 7 B EFH & A7
5. WThOFEYL, 29472 bR ERLTWD Ry hU—27 OB ERH &G Shr-
Fy MU= REFRPEET 2 L, ESWEMTDARW. F— MURT T4 7 > MAlD
BEICADE TRy NV~ BHERMTI2LENDH Y, FHEMMETH 5.

—J7, GSRA TIE, IP 7 RV A% 7 FA4 7 MNTHIMTAEKRLTEY, — M5
BiAi 9 2 MBI\, 3FET/RT X IIC, GSRA THIAET KL A LW AiEZE AV 523,
BEGFEHRTN S L ZADIRMT KL A LIFEANICR L2 b00RH5. ZhEaRBIT 57
W, ARLTIENIART RLR SRS, WEEET FL AL, EERICERS N2 Xy hU—
7 LB DT RUAMERERIRTIVER L, —MUOEBRATTHA L2 & 5 F A
H5.

2.3 AT UVEEDOT Y AFEE

2.3.1 FRFIH—NIZkDBHE

TaFx Y —RERHALTCa LT UVEMOT 7 ZHEE—F L TERT L HERD
5. REMREME LT, Squid!” Bb25. Frxs—"oERkkiEs LT, BENE
AR ¥y a2 T HIENTES. 2—WFIEWEB 77 0 HIcCrax o h—"&EE
THILIZEY, Ry NI—IHIREHRNT DL L BT, BRNON—IZEHEIZT 7B AT
HTELNTED. E£l, LANRATA V& —3y MEREILET 256, e od—n%
FIAT 22 &T, BAMESLZEEOM LA YDA Y v hMGEENRS. EiEEAEEDMIC,
2 —FRREIC & DFIHE OBIRSC, @15 OHRHIR, 7 7 & Al & OBiEE AT 5 b0
bdHD.

K 112 Squid ® 27 Y BALO T 7 & AFIHEREIZ DWW Tk <5. WEB 77 7%
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< 1 Q/datal/
0 o ¥ O/data2/

Web Server

Node Squid

example.net
HTTP Request———>|

(" http:/fexample.net/datal/ ) - (1)

HTTP Request——,
(_http://example.net/datal/ )

«——HTTP Response————
«—HTTP Response——1~(2)

1 Squid 2k 57 7 & ZH#lH
Fig.1 Access control by Squid

Tux LY —EREA LT WEB »— 27 7 v AT 554, 1 HEEOBEEIC OV TR/
BHOZNTNTT 7B AHI#ZITH Z LN TE 5. AKOBEE T, (1) OFRERICEBWT
HTTP V7 =2 h * vE—IICiEk &7z URL OIS, 77 B 2K AlEET
Hb., TI/EAEFATLTVWDLEAE, HTTP V72 F 4 v —V X WEB — £ T
BET L. EROBETIE, (2) PFEAICBWTHTITP VARV A A vy =Vt & h
7o WEB R—YONFIZESE, 77 2AGIHAARTHL. Z2Th, T/ BAEZHA
LTWBHEHAE, HTTP VARV A A v —ViFa—Y ) — NETRET 5. E8/EEO
WTNOBETLT 7 EAZER L TWEEAE, 77 BAMESSN WD EE2@MT 5
AvE—U% WEB 77 UHIcx LCl@mt 5.

X, arTFUYHENOT 72 AHBEINAEETH DM, VE— T 7 ER L DM
AOHIFEEINTE LT, WFIFMS LN Th L. £z, 2—PF LT mx i — 3R]
OFEFIEFEFALICHEL TBLT, EXa V7 ¢ EFORERDS.

2.3.2 I TUYH—NATERT IHE

AT Y Y RTT I Al A EB T AL LT, Perl'™, PHPY), JSP29) 722
DIFEET D, ZNOOHENEFHT22L T, v /A ra—FTLic7 7 v RH#EITH 2
EMTED., ZOFETIE, avr Ty =T8I, T7EAHEEED 2D DH A0
Ho. TV r—va N Web ICIRESH TV DAL, SSL-VPN & fAad b8 TFIH
FTHZEILKY, VE— T 7 BARCE A VEEE 1 EIT 5 7215 TRV SSO (Single
Sign-On) ZEHTX 5.
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LinL, = MAITT 78 2 ZAT 5 HikL, a7 oV —"TLICRENLETH

D, ar7FrYH—r"OaBERLVHEITE, FENMIMETHD.
3. GSRA

KETIL, BREON—A LD GSRA ICHOWTHELZFIHT 5. B 212 GSRA v A5 A
FHNWCIE— T 7 BRE4TH) FTOBEY— > A%mRd. EN ST/ — F (External
Node) , IN iZHNEE/ — K (Internal Node) T 5. EN (Id—L/—% Bl F O FED
Xy NT—JWFHET D EHBEL, 774 X—F T RLAZEAEL TS, GSRA L—
& & IN1 iﬁ%@kh‘”’“iﬁ&n‘ﬂ%ﬁsz v hT—=ZIZIFEL, GSRA L—F NHAEND DA
Dok LTEETS. GSRALV—X# —RIZIE T 7 AT O —NDNAL T T A M E
ICREIND.

Z ZTEN & GSRA v—# 35 7 v —Fiexhits Lz 4kl o 70— 74k GK  (Group
Key) #f&RFFL T2 D &35, DDNS H— NZi%, IN OF R L& GSRA V—2 D
77— VIP 7 RLA Gar & OBEREERINTWDEDET S, LLFIZEN 23 IN1 &
WEZGT 5 TCOTIEERT.

(1) #ABIfRR

EN /% DDNS #— N2kt LT IN1 OA4RIfRRZEE L, Gor W57 5. ZZTEN X
B —FVEEIC BT, DNSJEE A v —JICR#HiEN TS T LA Gar ZNEMEAR
IP7 RLA Ving ICEEHRZD. ZHICEY ENOT 7V 7r—2a X INLOIP 7 RL
A% Ving ER#T 5. WEMRABIP 7 KL 21X, GSRA /v— & Bl P IN N FEET
HLXIL, TROERXBTAHIEDICHEHENS. ZOK;, IN KRR M E GSRA V—X
DOTa—)LIP 7 KL A, BEXOWEEAEIP 7 KL 2DORf%% NRT (Name Relation
Table) IZEEHEKLTEL. 77V r—2arnbREEND INLEO/NT v MIsEEIP 7
RUAN Ving &7 5.

(2) &EISHA

ENOT7 7V r—vayinbsies Vi O3y RBEEENS &, EN X VAT (Virtual
Address Translation) 7—7 V&I 5. FIENIIHIGT 222 N BFELRWD, |k
FRO/R y MR —FAPICFRRE L TG, (3) LIBROWLEE~EES. (3) LIBOWLIE T
VAT 7—7 VB LUV F@kﬁiﬁ@%ua*bﬁ@]f/ﬁkfﬁ%f #7—7 1 (PIT : Process
Information Table) %44 5. PIT I2i%, B5EAb/E 5, FETHk FEHEOXH LK
b/ EH O, FERTIRFRNTEREND.
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GK1
7oKl |PZPEN §7GK2
[ EN(Groupl) o
| Application | Karnel | [ Home Router DDNS Server GSRA Router IN1(Group1)
IP:PHR | IP:GHR IP:GeriIP:Per  IP:Pinti HN:Alice
DNS Quer‘,
® {
< < DNS Repl
CBes )
p.
@ P TSV ) Group Authentication Request—m-
(Penis—Ving Groupl, Alice }(3)
H -4-Group Authentication Response—
: t
Binding Request————
Pen .S \Ger St Pen, S, Ger, t (4)

Binding Response—————;
Mapping Request———»
e
Mapping Response———
proc

[
A

TCP TCP TCP
®) {
TCP TCP TCP TCP

(Penis=Vird)

(Pen's—Gea't)

B 2 GSRA O#){fEr—r 2
Fig.2 GSRA sequence

Pgrit<—Pyy;:d

(3) JIL—T7RA0E

EN [ Z#E LW IN OF A M “Alice” L AF D 7L —7%&E “ Groupl ” Zit# L=
N— TR R & GSRA L—F ~%ET 5.
GSRA V—Z X ZnEZET DL, EN LEREINZ IN BRA—7 A —7IZB LTV D)

GK ZFIH L CRRREEAT ). nwE#EJZIJJ L7286, GSRANLV—F DT T = AT NVKR— &
Bt &2#THL, EN ~INV—73GERE#%ET 5. EN 37 V—T3GERE A v E—T0
bt ZFELT, VAT 7—7 vt PIT 24K T 5.

(4) N YTV TRE

EN BNFRENOR Y b T =7 IZHFET 2854A, EN D GSRA V—HIZHFEEINB 37 v
FDOEEILT VR /R — FEFIIFR—LN—F D Gurm & 725, LIERoTAyE—Y
IR L7 HE efE i & BERRICEE ST D A v — P ORETER i%iﬁét&) GSRA
N—FIEZDFEFETIHELW v BV TREPTZ V. 2078, ENIZHR—LL—FD
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vy BT T RLAEZRMTEMENRS L. OO E A T ¢ J I LIRS,
EN IZH & ® Penis &585%6 8722 Garit LM L72NA T ¢ 78R % GSRA V—4
WZEET D, GSRANV—FNBNA VT 4 VT EREZETDHE, ZEA v E—VOREET
7 RV R/R— b&ES Gurom EE L, TG L7CERENA 07 0 o ZIGEICHE EN ~
HEIETD. ZOMIIZE 5T GSRA L—F IR — b —Z DERETREL, F—2LbL—%
(NAT) (2&27 RUAEHICKHE L~y B T A FATIH D Z EmMAlfg 72 5.
(5) wvEY NE

EN % (4) CTHRASNIZA—LL—F D~y B 77 FLA Gurim ZEETH#RE LT
(2) THRBELT= Ty bty v a UERE, LR Garit ZREHE LI~ v B U EEK
% GSRA V—H ~%E5T 5. GSRA V—H (3~ v B TEHRK A v —U b L ER
EFRAWCe BT —7 0L PIT 24K L, v v BV 7IRE % EN ~%54 5. EN X
ZELv y BV TIRE R v — U0 bR (proc) ZHUSFL, VAT 57—
PIT #fET 5. ZZTHEEL] GSRAL—Z D~y 7F—7 L+ EN O VAT 7—
TVONFEERLIIRT. ZTIT, « 3WEL, o 3EHBEsRT. U ETGSRA xav
T2 arANETL, (2) THREBSE 7y FEERSECHEZHBETS.

£1 GSRANV—HDO~y VI T—7 )& EN O VAT 7—7 /v
Table 1 Mapping Table in GSRA router and VAT Table in EN

GSRA v~y B> 77 —7 v
VAT 7—7 v

{GEN:SHGGR:(’,}@{PGR:tHPINl:d}
{GEN:SHVINl:d}@{GEN:SHGGR:t}

(6) 7 KFLRZEHu0E

Ui, EN 75 IN1 %8 CO@EIE, EN O VAT 7—7/WZfE> THL IP 7 KL A /R — b
BEDEHEND. SHIZPIT ICHE- THESEINTH D GSRA V—F ~EEEND. &
FOR—L—F TIEEFE O NAT ICL DT KL A /FR— FESOEHENThILS. GSRA
N—BTITry NeEB%, v~y 7T —T IS /RETDOIP 7 KL A/
R— " EEEEHL, INL ~LiEESND. INL 22D EN ~OIGE T LR & W olE/F T 7
N L AR L OW WAL AT oL 5.
ULEOFIEIZELY, EN 205 IN1L ~O U E— T 7B AREHRIND.

4. BE2F K

R GX T, GSRA & Squid ZHABRDELZ LIV a T VYOI L— T
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EARRETDVE—NT 7 BAEEHT L. B3 ICREFROBE—F A% 77, EN
T WEB 77 7% & L, ENAINIC6 LT HTITP @5 217 2 BAICO>WTikR5, 2
FUVHE T e % (LU CPROXY) 1% Squid (2 HREZ BN L 726D THS. &K 2
IZ CPROXY O 7 7 & AHlfH7 —7 VOBl %73, Squid TOERERICMZ, FL—7
Feg b IN—TF LT 7R AWRER 2 5 Y O URL O ERAT % & 5 (cdadz N
25, 7B, MENTESENLIZEHETHD.

AT UV BMO I V—E RN E, GSRA NV — I ERREEHR EZ CPROXY (2
BEITBH. GSRA L—2 25 IN ~Di#F2 CPROXY Z#id 22 kicky, arrv
VHENLOT 7w AfIlEEBRT S, £72, 772 AHEIIERO®E T URL ICOWTITH
LOLT 5.

(1) BHIRRDD (4) XA T 4 > TP E T, BEFEDO GSRA DA L RO T
HDHT-OUIHITERT S, LITIL, v v EVZUEE T B LA BRI OV CRERINZ LA
T 5.

(5) wvEY e

EN (IHR—bN—2D~y 7T RUA Gurim ZEFRERE LT, W{EBMHRHIRRIE L
Ty bty v a R E, sEER Gorit ZREH L7~y B 7 ERE GSRA L—%
~EETH. 22T, GSRA L—# |3 CPROXY (2%} LT, EN ® 7 /V—7% % “Groupl”
LZDHROBETHMT D GSRA L—ZNAD IP 7 F LA /R — b &5 Por:t 28T
5. ZNEZIFEB-7- CPROXY I, (A) OFET, RIIWCTRT LI N—THBS LS
N—TF LT 7B AEERR a7 Y O URL OFRIZH LT, GSRA L—ZNfllod TP
7 RUVA/HR— &S Porit # BT TRigkd 5. 2L C, CPROXY % GSRA /L—%
WCIERSEZIET. GSRA V—F 3~ v B 78R A v —2 & CPROXY ~D@H A »
T—UE B LIy T =T NEERT S, GSRA V—H T~V v B VIEE R EN ~
HEETD. ENBZELEY Yy BV IIREA v =V L EEREESR (proc) ZEAFL,
VAT 7—7 NV EETDH. ZZTHEELZ GSRALV—2D~ v 77 —71L, ENO
VAT 7—7 VORNEER 412777, ZHUZEY, GSRA L—# 025 CPROXY IZx LT
SNy RREEEND. BAMICE, £1EF4A4TE, AMOIP 7 RLA/R— EESD
B2 INT 58 Prxi:d 7> CPROXY %8 Pxv:d & 725 HARRD.

PETGSRA 3Ty x—va U NETT5. 0%, (2) THBESE T\ 7y h2H
i SETRE AT 5.

(6) 7 RLARZERNE
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EN 205 IN1 58 CO#EIE, EN O VAT 77— 7 /Uit > THE IP 7 R LA /R— F &SN
THEND. SHIZPIT I THESLINTHA S GSRA L—F ~FHEIND. K—A
J—% TILEE O NAT [Z L DLW ToND. GSRALV—Z TI sy haESH, ~v
VU T T =T MIFEDSN TR [METRD IP 7 R LA JR— MEBEERT 5. kb,
2w M GSRA L—% 75 CPROXY ~#4{8 &1d. CPROXY XX 3 @ (C) DR
T, X7y b2b HTTP A v tv—V%#f7xlL, HITP X v &—YOFE7TIP 7 RFLZ/
A= EF LAy E—IFO URL ORETGT 5. (5) Tiosk Lol e S L b,
7 7R ARFH A SR TWHIUE, CPROXY 1Z HTTP # vt —Y% IN1 ~5kd 5. IN1
5 EN ~OIRE T ERL EWDNEFFCT7 R L AZHE L O S LB»™ T Tbhs. ULEDT
JIEiZ LY, EN S INL ~OarT Y EMO I N—E L F LTV E— T 71 A
NEBLSNS.

% 2 CPROXY O7 7 & AT —7 v
Table 2 Access Control Table in CPROXY

name | path Group status source

alice /datal/* Groupl,Group2 allow N/A

alice /data2/* Group2 allow N/A
* *

disallow N/A

% 3 @ETickiy 5 CPROXY 7 7 & A7 —7 v
Table 3 Access Control Table in CPROXY

name path Group status source

alice /datal/* Groupl,Group2 allow Pgr:t

alice /data2/* Group2 allow N/A
* * disallow N/A

£4 RESROV LI T—TNE VAT 7—7 v
Table 4 GSRA Mapping Table and VAT Table

~ v BV ITT—T
VAT 7—7 v

{GEN:SHGGR:t}@{PGR:thxytd}
{GENZSHVINl:d}@{GEN:SHGGR:t}

Vol.2010-DPS-145 No.1
Vol.2010-GN-77 No.1
Vol.2010-EIP-50 No.1

2010/11/25
GK1
gw Al O/data1/
q e Adnd o O/data2
Home Router DDNS Server GSRA Router CPROXY IN1
IP:PHR | IP:GHR IP:Geri IP:Pcr IP:Pxy IP:Pin1iHN:alice
DNS Query
w{ Chice )
DNS Repl:
&) Coas
2 TCP-
(Pens Vind) 3).(4
otificatior
(CGroupL. P O }w )
Respor
ing Respo
Cproc)
(8) (©)
——HTTP Req HTTP Rea HTTP Re HTTP Req—>i
© { (Peys—=Gert) (CGugm—Gent )
k—HTTP R HTTP Re: HTTP Re: HTTP R HTTP R
(Pens—Vip:d) | (Pens—Geait) (CGusm—Gert ) (PrvisPurd)

3 REHXOBIE—r 2
Fig.3 Sequence of the proposal method
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W) E— T 7B AL a T Y EAOT 7 A E S — MITERLZLOD
MAGHDETHD. BEVAT AL, VE— T 7 2AEIN GSRA & a7 il
7% ¥ CPROXY OfiAGLETHD. R VE— T 78R ET I P — X
HRAE DL, WESMSL LM TH D720, EHEAREETH Y s g & T Ly

VAT LOBEANATHE, ORFEEALE, AIT 7V r—va v OBEANEZITRE SN,
XVEH — RN OUEDNLE YA & LTz, IPsec-VPN & L2TP/IPsec IZ 2\ Tix, FEN
DHR—LNV—F BB TERWEERH S, U LT, 7y & UDP IcLv 7 &
ME LT NAT Bz 2425 FIED B 50, ~v X OBINTEER 5 A — 3~y ROHEINL,
Ny BEOEX 2 T 4 MR TT2HEORENEL D EOMER D DDA L L.
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£ 5 BFVAT LLREV AT ADOE
Table 5 Comparison of the existing system and suggestion system
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6. ¥ & &
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