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its security using a proof assistant Isabelle/HOL. An ideal e-cash scheme is a

oooao protocol that satisfies the following properties: independence, security, untrace-
_— ability, off-line operation, transferability and divisibility. Among these proper-
ties, we focus on security: “no overspending is allowed.” Our target protocol

adopts a binary tree as a data structure of an e-cash, and a payment is de-
D D D D D D D D D D D D D D D D D D D D D D fined as spending a node corresponding to the amount. It is designed so that
overspending appears if a user spends a pair of nodes in the same branch. Usu-
D |:| D |:| D |:| D |:| D D D D Isabelle/HOL |:| D |:| ally the other agents including a bank cannot know a private information on
D |:| D |:| D |:| payment. However, once overspending appears, the malicious user can be iden-

tified from the information of the spent nodes, which guarantees security. We
adopt an induction approach proposed by Paulson, et. al to model this protocol.
However, amount of payment cannot be handled in their model. On the other
Ood 0Oogoft O o o ot hand, in order to handle security in our target protocol, we have to consider
both the positional information of a node in a binary tree and an amount of the
payment as a natural number. In this presentation, we give them as concrete
0000000000000 00000000000o0oo0oo0ooooonon data to the model, and try to prove that the security holds.
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Modeling an Ideal Electronic Cash Scheme Based
on an Inductive Approach and Proving Its Security by
a Proof Assistant Isabelle/HOL
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Modeling an Ideal Electronic Cash Scheme Based on an Inductive Approach
and Proving Its Security by a Proof Assistant Isabelle/HOL. We make a model 1 000000000000000
of an electronic cash (e-cash) scheme based on an inductive approach and prove
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