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Hiding Source Code of Web Application
on Client Browser

TAKAHIRO ORITO! and HIDEYA TWASAKIT2

Recently web applications that use JavaScript have become very popular. De-
velopers of such applications cannot avoid publishing JavaScript source code,
because the code has to be sent from the web server to the client to be exe-
cuted on the client’s browser. This causes two problems. First, the source code
could be stolen by another developer. Second, if the application has a security
hole, attackers could easily find out its vulnerability. In this paper, we propose
SCvanisher, a mechanism that hides the source code of a web application from
the clients. SCvanisher executes the original JavaScript code of the application
on the web server, and sends the resultant web page that do not include the

original code to the client. It achieves interactive behavior of a web application
such as the text input by making both server and client sides cooperate. By
using SCvanisher, the developer can easily describe JavaScript code without
being annoyed with hiding its source code.
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Fig.2 Overall structure of SCvanisher.
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Fig.3 Conversion example by relay part.
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<td colspan="2" align="center"> <td colspan="2" align="center"> type="button"> type="button">
<input value="Login" onclick="runJsFunc(’Login,’)" <input value="Login" onclick="Login()" . .
type="button"></td> type="button"></td> </div> </div>
</tr> </tr> <div id="maintable"><table width="698"> <div id="maintable"><table width="698">
</tbody></table></div> </tbody></table></div> <tbody><tr> <tbody><tr>
(b) SCvanisher 0000 HTML 00O (c) SCvanisher 00000 HTML OO0 <td align="center"> <td align="center">

) <a href="javascript:runJsFunc(’test1,14’)">Lv</a></td> <a href="javascript:test1(14)">Lv</a></td>
0 4 SCvanisher 0O0D0DODO (1)

Fig.4 Snapshot of SCvanisher (1). (b) SCvanisher 0000 HTML 00O (c) SCvanisher 00000 HTML 00O

0 5 SCvanisher 00000 (4)

Fig.5 Snapshot of SCvanisher (4).
4.2 0O0O0O0O0O

4.2.1 00 OO

0000000000000 000000000SCvanisher 000000000000 00010000000000000000 Load Average OO 25000000000
O00000000000000000000SCvanisher 00000 JavaScript 0000 goboodoobooioobobodo ,ooooobbloobbooobobooobooonooa
O JavaScript 0000000000000 0O00O0OO0O0O0O0OO00OOOOOOOOOOO goboooooooboooooboooboooooon
gooooooooooooooobooooooboobOobobooooobooOoboOooooDbbooo e CPU: Intel Pentium4 3.0 GHz
goboooooboooooooboooooobooo e RAM: 1,024 MB

0000000000000 Load Average D00 CPUDOOOOOOOCOOOOOODO e OS: Debin GNU/Linux 5.0.3
0000000000000 00000000000000000000 Load Average O obobooobenOOOnO 20000
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Fig.6 Execution times in relay part.

02 000000000OO00O00O0O0O0O0O0O0OObOOoO0OooOooOooOoo
Table 2 Execution times in relay part (in milliseconds).

100 O 200 O 300 O 400 O 500 O

Load Average : 0.1 56.0 64.7 63.4 89.0 104.5
Load Average : 2.5 71.9 100.3 118.1 118.4 153.9
LA2.5 / LAO.1 1.3 1.5 1.9 1.3 1.4

600 O 700 O 800 O 900 O 1,000 O

Load Average : 0.1 116.2 98.2 110.4 112.9 129.1

Load Average : 2.5 165.2 167.6 196.4 240.7 262.7
LA2.5 / LAO.1 1.4 1.7 1.8 2.1 2.0

goooobooooooooobocoooooooOoOoOOO0OOOobObOOboOoOoOoooboo
gboboobooooboooodooooboooobooooooobobooOobobooDo
gobooooooooboobocoooooobooooooooooobOoOoooOoOooboboOoooOoo
goboboooooooboooooboooo.3o0u 210000ooo0oooobooDooo
OO0O0O0SCvanisher 000000000 O0O0O0O000000O0O0O0O0O0O0O0O0O0O0O0OO
gobooooooooooooobooooooboooobooooobooobooooonoOO
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03 0U00OdoOO0ooOOobOOobOO0obOO0bOOobOOoOoOoUOoOoUoOoUOoOUOobOUOobOOobOOobDOobDOobDOobDOobo
Table 3 Number of communications and amounts of transferred data.

SCvanisher 0000 SCvanisher 000
000/000000o0ooo 000/0000000Doooo ooo/Ooooooooo
oo oo ooo ooo oo ooo ooo oo ooo ooo
(1) 2 766 7,299 4 1,746 2,687 2 792 7,299
(2) 23 10,393 14,299 3 1,737 1,278 23 10,692 14,299
(3) 3 1,207 4,512 5 2,390 9,389 3 1,246 4,512
(4) 0 0 0 2 1,160 5,040 0 0 0
(5) 0 0 0 3 1,745 5,140 0 0 0
(6) 1 979 829 2 1,147 4,882 1 992 829
(7 0 0 0 2 1,156 4,418 0 0 0
(8) 0 0 0 2 1,156 4,872 0 0 0
9) 0 0 0 2 1,147 739 0 0 0
oo 29 13,345 26,939 25 13,384 38,445 29 13,722 26,939

000dooboo262.7000000000000O0DO0OO000O0OOOCOOOODDODOOO
0oooooooooo 10000000000 0ODO00ODO0O0OOCODOOODOOODOO
00000000000 SCvanisher 00000000000 DODOOOODOOOOODDOO
oooooo

4.2.2 000O0OOO

SCvanisher 0000000 D0ODOODO0OO0O0ODOO0OOO0OOOODOODOODOODOODOOO
0000000000000SCvanisher 00000 SCvanisher 000000000000
0000o00o0o0ooD0oooooOoooD41200000 (L)OD(8)OOoOO

SCvanisher 00 0000000000000 OODOOOOODODO FirefoxOOOODODO
00000000 Apache D0Apache 000000000000 DOOOOOOODOOO
gOo0o0oO0oO0oOOoOoOOOOOOO0O0O0OOOOOOOOO favicon.icoOOOOOOO
00000o0o0oooooooooUdo 3fdiioooooooooooooooooog
oooooo

00 (2)0000000oO/O0000oU0oO00oO0o0oOoUoOn 1,27800000
000/000000000000 14299 00000000000000DO0O0OOO0OOO
0000000000000 000000gOgggSCvanisher 000000000000
0000ooooooooooooon

SCvanisher 0000000000000 UOOUODOOOODOUDUOLOOOO/OO
0000000000000 0D0O0000O00DOCOoO0DoOogSCvanisherOO0O0OO00O
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0/000000000000000SCvanisher 00000000 /00000000O00O
0000000000 000000o00o0o0ooooooooOOSCvanisher 100000
000000000000000 (13,384 + 38,445)/(13,345+26,939) =1.2900000
00000000 SCvanisher 0000000000 30%0000000000000O0
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goboooobooooooooboooooooooboOooooobooOoboOoOooooboobooo
gooobooocoooooooooobooO0oooobooOoboOoO00oooobOobOoooooDon
ggboobooooooooob42100000000000C000O0ODOOOOOODOOOOOO
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5. SCvanisher 00000000
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gobooboboooooooooooooooooooooobooooooooooooonoa
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gboooooooooboooooboooobOobobooboOoOobOoOoboOoooOoDo
OO0SCvanisher 000000000000 O0O0O0O0O0OOOODOODOODOOOOO4.10
0000000 O000000owikiD0o0ooooooooooo0o0o0o0o0000000a0
O000000000000D00 SCvanisher 1000000000 OSCvanisher 0000
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