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Dynamic Interrupt-race Detection for C Programs

YOSHITAKA ARAHORI, ! KATSUHIKO GONDOWT!
and HIDEO MAEJIMA T2

We present a novel approach to detect interrupt races (i.e. dataraces caused
by interrupts) for real C programs. There have been a large amount of tech-
niques proposed for datarace detection. However, most of them target thread
races (i.e. dataraces caused by threads) and, despite of their high accuracy, can-
not detect interrupt ones. Only a few techniques can deal with interrupt races
but they are not precise. We propose to transform a precise thread-race detector
so that it can detect interrupt races precisely. The main idea for the transfor-
mation is to treat every interrupt-handling as a pseudo-thread execution and
reduce the problem of interrupt-race detection into that of thread-race detec-
tion. We have implemented an interrupt-race detector based on our approach,
and measured its accuracy by applying it to several evaluation programs. The
results show that our detector is precise enough to detect interrupt races caused
by real C programs including Sendmail and WU-FTPD.
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Fig.1 State transitions of a valid memory object.
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Fig.2 Dynamic datarace detection based on access event histories.
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Fig.3 Trie-based representation of an event history for interrupt-race detection.
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bashhist.c

int

maybe append history (filename)
char *fileline;

{

313: result = EXECUTION_SUCCESS;
314: if (history_ lines_this_session
&& (...))

static void
really add history (line)
char *1line;

700 hist last line added = 1;
701: add _history (line);
702: history lines this session++;

}

04 DO00ODO0OO0ODOODOODOOObash-3.00
Fig.4 Example program (bash-3.0) with an interrupt race.
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goboooooooooooboooobooooooooooo
ooooO0oo0o0o0o0o000b0o000O00000signald sigactionOO0OO0O00O0O
gooooooooooboooooooboooboooooobobooooooooobooo0ooo

goboooooooooooooooooboooooooooooboboobobOOooDoO

happens-before 00 0000000000000 OODOOOOOOOOOCOOOOO
2,53 OD00O0D0OO0O0ODOOOODOOOOO
gooooooooooooooooo b, ODOO0O0ODOO0OO0ODOODOODOODO

go1ooooooooooooooooboooobooooboooooOoboobobooobooboOoo

goooooooooooooooboooooooboobobOob0ooooDooboooooDboo
oooooIlboooboobooboooooooooo
goboboobooooodooobooooobooooooooboOooooooooboOoobon
ocooooooobOOOOOOOOOOOOObOOoOoOOOODOOOOOOOIDOOO
gbobooboooobooobooboooobooooboooooboooooobooooo
gooooooooooooooooobooobobobo0ooooooooboobooooooboo
0000000000000 0000000*®00000000000000000000

x1 0000000000 IDO0O0O00O0O00O00O000000000000000000O00O0O0000OO0O0O0
IDOO0ODDO0ODDD0O0OO0e14#est0exi¢er.MOODODOOODODO0OD0O0O0O0OOODDOODODOOODOD
gooooOoooO0ooOo0O0O00 ID0O0O0O0OO0O0O0O0O00O00O000OO0O0O00OOO0O000
0000 IDO000O00O0D00O00O0D00O00O0D0000O0DOO0O0O00

x2¢, 000000000O00O0O0OOOO0O0O0OCOOOO0OO0OOOOO0O0O0OOOO0OOOOOOO0OO0OOO0O0
02300
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goooooobooooobooooboobooooooooooboobooDOoDo
goooIboO g, 00000bo0oobo0oobo IboboooooooobooobobOoDOo
gooooboooooooooboooooobodooobooboooooooboooooooo
gooobobooooooooooobooooooooooobooooooobooooooon
goobobobooooooooooooooooboooobobooooooboobooOoooooo
uoboooooooooo

2,54 O0O0O0ODOOCOOOOOOCOOOO

ooooooooo200b0c0o0obooooooooooooo0ooboooOoboboOooo
giloooobooooobocoooooboooooooboboooooooboobooooooboo
gboboob0o20000000000000000CO0O0CODOOODOOODOOOOODOO
gooooooooooOOOODOOODODOOOOOOOOOOOPOSIXOOOOOO
goooooooooobobOoooooooobooooooboDobo0o0o00n sigwaith O
gobooooboooooooobooobooOooooooOooboooooooboOoobobooonooo

3. 0OoOoooooo

gooooboooooooobooooooooobooboooooboooooDbobooobobo
goooboooboooooboooobooboooooooooooboobooDbOooo
goooooobooooobooooboooooooobobooooobooooboobbouoDoo
gooooooooooboobooobooooobooooboooooboboOoboom
gooooooooboooooooooobooooooobobooooooobooooDboo
goboboodooboooboooobobodooboboooooooooobooooooon

3.1 0O0OO0OO0O0OO0Ooooooooo
goooooboooooooooboooooboobOobOOoOo0ooooboooOoooooboa
2000000

3.1.1 OO00OOOOOoooOoo
oobOooO0O00O0O0O0000C0O0O0O00000000000C0O0O000000A0 heap
gbobooboooobobooooooboooooboooobOoobOoobooboooOoDo
0000000000000 /O000U0U0U0U0DU00000 Omalloc/freed 00
gooooobooobooo

p = malloc (size);
# if (p != NULL) reg_obj (p, size);
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free (p);

# if (p !'= NULL) unreg_obj (p);
0000O#000000000000000000D0OC0O00 regobj 0O 0OOO0ODODOO
00000000000000000000000000000000000*00000
J0oooboooo0b0ob00Ouwregobj 0000000000000 O0O0DDOODOOOO
oooooooooo

staticOO0 000 stack 0000000000000 0DOOODOOODOODOOOOOOO
oooo

char g_buf[64];
# void init_global_objs (void) {
# reg_obj %&g_buf[Oi, sizeof (g_buf));
# }

void func (void) {
char buf[32];
# reg_obj (&buf[0], sizeof(buf));

# unreg_obj (&buf[0]);
return;

000000 initglobalobjs 000000 O0OOOODO 1000000000000
0000000000000000000000000000000
O00Osigatomict 0000000000000 O0O00000000000000OO
0O*000000000000000000000000000000
0000000000000 000000000 heap0000 splay0d? 00000
00000000000000000000000000000000000O0O0O0splay
000000000M1I000000000000M20000000000000000
0000000000000000000000000000000000000

3.1.2 000000000

000000000000 00000000000M1000000000000000

x1 0000000000000000000000000000000000000000staticd heapd stack
goooooo0oooooOoO0oO0O0oO0ooooOoOoOoO0oO0O0ooOOoO0oO0OOO0O0bOOoObOO0O0OO0O0OO0bOOOO0OO0O000bO
x2 00000000000O000O0COO0OOO0OOOOOOOOOOOOOO0OOOOCOOOOOOOOO0O0
sigratomic t 00 000000000000 0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0OO0OOOOO0
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gooobooooooooooobooooobm20b0o0ooooooboooooDoDbOo
gboobobooooboobooboooobooboboobooooooboboboobobo
goboooobobooobobooooooooooboooooooo

# chk_acc (&var, sizeof(var), WRITE);
var = 0;

000000 chkacc0O0O00D0O000DO0OO00000D0vvard0000000&var 00O
OO0 sizeof(var) OO0 0O0O0O0OODODDODOODODODOOODOODODODOOOOOOOOOOO
gooooooooooooooooboobooooooOooobooooOobbooDo
var 0 WRITEODOOODOOOOOOOOOODOOOOOOOoOOOoO2300000000¢0
goooo

ooooooUoO0oOoo0oooUoUoOooOoUoUO/O0DDU0OO0ooOoUoUoOO
goboOoo0obOOo0o0oOooOoooOoobobo0ooboooooooDo

gooboooooooOoboo0oOooOobOoboOoOoUoOoobDboooUooooDoooo
000000000 read0000ODODO

read (fd, buf, count);

000000 readwrapper OO OOO

# read_wrapper (fd, buf, count);

000000000 readwrapper 0000 read 000000000 O0OOO0OO

ssize_t
read_wrapper (int fd, void *buf,
size_t sz)

chk_acc (buf, sz, WRITE);
return read (fd, buf, sz);

ooooooooooobooboOoOoboOooooooOoOoOoboOoOOObOO0oOoOooooOoon
oobobooooooobooooooOoOoOoOoOoOoOooooOoOobOOOObOOoOoOooooooDoOo
ooooooobooooooooooOoOoOoooboOoOoOoOobOOOoOoOoOoooOooOoOoOoon
UododbboodmallocO000000O0O0O00O0O0O0O0O0O0O0O0O0OOO0O0O0OOO
00000000 mallocwrapper U O OO OO

void *
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malloc_wrapper (size_t size)

chk_acc (MALLOC_INTERN, 1, WRITE);
return malloc (size);

000000 chkacc D00 000 Omalloc 00000000000 MALLOC_INTERND O
0000000000000000000000000000000000000000
malloc 0000000000000 0000000000

3.1.3 000000000 000000

00000000000 0000000000000000000000000000
00000000000000000000000000000000000000000
0000000000000000000000000

00000000000000000000000000000000000*0000
0000000000000 00D0000000000000000000000000
00000000000000000000000000000000000000000
000000000000 00000000000000000000000000000
0000000000000 000000000000*0

0000000000000000000000000000000000000000
0000000000000 000000D0000000000000000000000
0000000000000 0000000000000000000000000000
0000000000000 00000000%200000000000000000
00000000000 D000D0000000D00D000000000000000000
0o0oo0oom

0000000000000000000000000000000000000000
0000000000000 0000000000000000000000000000
00000000000000000000000000

3.2 0000

0000000000000000000000000000000000000000
00000000000000000000000000000000000000000
0000000000000000000000000000000000000 500

*1 augmented pointer representationl 0 0 0 O O fat pointerd
x2 000000000000000000O0DO00OOO0OOOOOO
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Checked Program Interrupt Handler Check Code
foo () handler (int sig) reg obj (void *base,
oo { S size t size)
. l '»f‘em/gr l = l
p = malloc (sz); g # reg obj (&sig, 4); e
. N e = malloc (ENTSIZE) ;
} s, # chk acc (&c, 1, WR); init_enkfy (e, ...);

c='\0"; ade@b’j tab_entry (e);

AN } b

~ -
N -

A Race Conditions#
05 0OO0O0O0O0OO0OOOOOOOODOODODODODOD
Fig. 5 Race Conditions caused by Object-Table-Based Check Code.

0000000000000 mallocOO0OOODODODODOOOOODOOOODODODOODOOO
O0OD0D0ODOCOregobj00000O0DODODOOOOODO mallocd0O000000000O0OO
O0ODOO0OOOO0OOOOO0O0ODOOOOmallec00000O0O0O0O0O0OOOOOOOOO
OO0 mallocO0O0O0ODODODOOOOOOOOOOOCOOOOOOOOODODODOOOOO
O0000000Ochkacc000000O000O0O0UOOODOO/00000O00ODOOO
0000000000000 0000000000000000*®00000000000
ooo
gooooOoOo0oO0oooooOOoOoOoUOOoooOoOooOoODOoOoOOOooooDooO
oooooooooOoOoooooO0oooooooooooooogoooooooooo
ooooofdooooo0ooooooooOooooogoooooooooooooooo
ooooooooooooooooooooooo
oooooooooooooooooooboboobooooOobobOoooooobOooon
oooooooooooooooooooooOoOObObobooboooo
oooooooooooooooooo
e JOOODOOOOOOOOOODOOOOOOOOOOOOOOODOODODOODODODO
oooOo
OoooooooooooooooooooooODOOO0O0bD
e J00UUUUUULULUOLDOOU chk-accl {reg,unreg}obj DO OO OOOOO
ocoooOoOoOoooooOoOO0O000000O0O0000o0ooooOoO00oOobooOoODOOO

x3 00000000000000000O0O0Ofprintf 0000000000000 O0O0O0O0O0OOOOOO
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Checked
Program

Our Interrupt
Dispatcher

(2) save [& change
context (3)cqll

hgndler

(4) restivrx

contgxt

Original
Handler

(1)deliver
interrupy

e
~

06 OD0OODOODOOOO
Fig. 6 Interrupt dispatching.

gooao
Case 100000000 “00007000000000000C00000O0DOOOC
ooo
Jdooooooooooooooooooooooooooooooooooooon
goboooooboooooooooboo
Case 20 “0000”0000000CCOODOOOOOOOCOODOOOOOOOOO
oo
gooooooboooooooooooobooooobooboooooooooboooooono
gobooooboooboooboooooo
O0oo0odogdo20000000000000Case1000000O0000O0OOO
goooobooooooooooboooooooboooooooboboobobooooDboObo
O00MO000Case200000000000000000O00COO0O0O0OOOO0OO
gobodooboooooooobobooobobooooom
goboobooodouooooboooooboooooooooooOoboooOooooboooooobo
0000000000000 000000000000000* 000000000000
e Step 100 000O0O0O0DODODOOOODOOOOOOOOOOOODOOODOODODODOO
O00o0o0ooU0ooooUoooooU e (1)m
e Step 200000000000 O0O0DOOOOOOOOOODOOODOOOOOOO “O
00070000000 6 (2)m

x1 00000000000000000000000O0 “0000”0 “0000000” 00000000000
goooOooooooOobOOobOO0oO0O0OO0O0OO0OO0OO0O0OO0OO0O0OO0O0O0O0DOO0 0000000000 MOO
goooooooo
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e Step 300 0000000DODOOOOODOOOOOOODOOOOOOODODOOG®G
(3)0
e Step 4000 00000O00O000OO0OOO0OOOOOOOOOOOOOOOOO
oo0ooboOooooooo e (4)m
vooooooooooboOoooOobooooooooooooooooooooooonn
ood
ooboooooooooooooOobOooboOobOOoboOobOOo0oboO00O000b000n Step1
ooboboooooooooooooooboooooooooooooOooooooOooooon
0o000oddoo00o000000signal 0 sigaction 0000000000000
oooooooooooooooooooooooooooooOod
Step30000000000000C0O00O0O0O0OOOOOOOOOGCOOCOOOOOO
ooooooO0oO0oO0O0o0o0oO00b00oooOo0o0ooooooooooooocoooooon
ooooobooooooooooooooooobooooooooooooooooon
oooooo0oboooooooOooooOO0oOoO0oOoooooooOoOOOob0oOooooooooon
00000*¥00000000000000000000000000000000000
ocoooooOooOoooooooboooOooooooooboOobO0OoboboboOooooooDooOon
Step 3000000000000000000DDOOOO0OOOOOOOOOOOO
Step 400000000000 longjmp O siglongjmp 00 0 OO 00O Onon-local
exitUOOOOOOOOOOOOOOO0OOOO0OO0OO0O0O0O0OOoOOoOOO0bOO0O0O0000
0000000 longjmp U siglongjmp U O OO OOO00O0O0O0O0O0O0O0O0O0O0O00O0O0O
oood
e Step 100000000O00O000O0O0DO0OO0OODOOOOOOOOOO
e Step 20 0000000000000 OOOOOOOOOOOOOCOOOOOOOO
oooooodooooooo«:00000000000000000
e Step 3000000 longjmp U ODO siglongjmpU OO0 O0D0OO0ODOOODOOODOO
O00o0O000000000000000000000 MOOOOOOOOOOOO
ooooo
voooooooooobooooooooobOOoOoOoooooOoOOOObooOOO0O00
O0000000000C0000000000000 Step1l0000000O00O0COOO

x2 0000000000000000000 struct sigaction 000000000
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Ubo00b000O0setjmp U sigsetjmp 0000000000000 0O0OODOOODOODOO
goboooooooobooooboobobboooooooboooboobooo4bbo0OD
O00000000Step20000000000000000O0O0O00O0DOO0OODOOO
gobobooboooooooooo«<.0o00ooooobo0ooooooboooooonoa
gobodooooobooooboooboooooboooo

4. 0O O

0000000000000 0000000000000000000000oooon
O0O00DO0O0O0TR200000 GCC4.32® 00000000000000000O00
000000000000000000000000000000000 Intel Core2 Duo
1.33GHzx 20 2GBO RAMODOOOD Linux26.24000000000000000
000000000000 D-02000000

010000000000000000000 ProgramO0000000000O000OO
COO000D0D000D000D0000000000000 Program0O00O0O0O00DOO
0000000000000 0000000000000000000000000000
000000000000000000000000000000000Zalewski 000?27
0000000000000 VunOO0O0OOO0O00O00000O0 CERT? O MITRE® O
00000000000000000000 TR2000000000000000000
0000000 Crocus O Valgrind®® 0000000 Crocus? 00000000000
Crocus 1000000000000 00000D00ODOO0O00OOO00OOOO000OO
00000000000 0Obash000000O0sendmail 0 SMTP 00 00 000 smail
OMTADOOOwuftpd O FTPOOOOOOO

bash-3.0000240000000000000000000000000000 SIGHUP
0000000000000 00000000000000000000000000000

01 00000ooooo

Table 1 Accuracy of our interrupt-race detection.

Program Vuln TR2 | Crocus
bash-3.0 - yes no
sendmail-8.11.3 CVE-2001-1349 yes yes
sendmail-8.13.5 VU#834865 yes no
smail-3.2.0.120 CVE-2005-0893 yes yes
wu-ftpd-v2.4 - yes yes
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00000000000 0000000000Crocus000000O0O0O0Crocus0d 00
0o0o0oooooooooooooooooboooooao

sendmail-8.13.5 0 00 0000000000000 CCOCOCOCOCOOOOOOOOOOO
000000000000 lengjmp OO0 O0O0OODOOOOOCOCOOOOOOOOOOOO
doooOoOoOoOoOoOoOoOoOoOoO TR2O0O00OO0O0ODODODODOOOODOOOOOOOOO
0*0000Crocus 000000000000 00000O0Crocus010000000000
O000000000000000C lengjmpOO0OO0O0O00O0O0O0OOOOOOOOOO
0000000000000 U0000UUUoOooogggdCrocus000oooonQ
0000000000000 0000UUU0000mMUooooooooooooog
OO0 longjmp 00000000000 OODOODODODOOOOOOOOOOOOOOOOO
OOCrocusO0OO0ODOOOOOO

sendmail-8.11.30 smail-3.2.0.1200 wu-ftpd-v24 000000000000 OODOOO
0000000000000 00000000000000000o0o0o0ooooooonn
000000000000 00D00000000000D0DOOsendmail-8.11.30000
000000 freeO0O0 000 Osmail-3.2.0.120 0 SIGHUP OO O OOQO malloc OO0
O00Owu-ftpd-v2.4 0 SIGURGOOOOOO syslogODOOOOOOQOOCOOODOODOO
0000000031200 000000000000000000DO0DO0O00DOOO0ODOO
oo booooooboooooooooooooooooo
000000000000 D00D0O0D 300000000000000000Crocusd0
0o0o0oobooooooooooboooo

0oooo coooooUdooooooooogoooooooooooUogoooo
00oooooooooooooooooooooD copoooooooooogoooooo
o0oooooooooooooo

5. 0 0004

goboooooooootooooooooboooOoOoooOoboOoOoOobOObobOOboOOn
0000oo0o cOo0ooOooooooo0ooooooooooooooooooo

x1 00000000000000000000000000 e10longjmp 0000000 e OOOOOOO
er.i¢er.M 0000000000 IsIntRace(er,ex) 000000000
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5.1 0000000000
0000000000000000000000000000000000000000
000000000D000000000

000000000000 000000000000000D0000000000000
0000000000000 0000000D00D0000000000000000000
O000000000000000000OEraser® 0000000000000O000
0000000000000 00D0000000000000000000000000
OO00O0OOOIlockset DO0OOOOEraser 0 lockset 000000000 ODOOOOODOO
0O0000000O0O0Oooooo®?i13:19 00000000 raser 000000 fork
000000000000 00000000000000030in000000000O0
00000000000 Helgrind™ O Valgrind? 0000000000 Eraser 1000
00000000000 000000 Helgrind 0000000000000 0O000O0
0000000000 lockset 0000000000000 O0D0OHelgrind0O00O0O00
O fork/join 000000000000 O0O0O00O0O0O0O00O0O0O0OO0OOO Lamport O
happens-before 1 0% 00 000000000000 O00OOMuhlenfeld000O0 O
Helgrind 00 00000000000D00O fakesegment 0000000000000 0D0
0000000000 0000000Jannesari 0000 0 Helgrind 00000000
0000000000000 000000000000000000write/read 0000
0D happens-before 10 0000000000000 O0D0O000O0D0O00DO0O0O0ODO0
oD0o0o0o0oO0
0D000000D000D000000000 lockset 000000000000000
000000000100 lockset 0000000000000 0O0DO0O000OO00OO0
0000000000000 000000 lockset 0000000000000D0O00O0
000000000000 0000000000

O00Java 00000000000 000DO0DO00 lockset 000000000
O0Choi0OD0O0®0000000000000000000 100 lockset 00000
0000000000 0000000000 100 lockset 0000000000 00O0
0000000000000 Callahan 00007 0 Choi 00000 happens-before 0 O
00000000000 000000EImas0000%) O happens-before 0000000
0000000000 lockset 000 Goldilocks 0000000 OODOOGoldilocks 00O O
00000000000000000 IDO0000O0OO0O000000000000DO0OO
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00000000000000000000000Godilocks 00000 lockset 0000
0000000000000 00000000000000000000

0000000000000000000000000000000000000000
0000000000000 000000000000000000000000000
0000000000000 000ORacerX® O flow-sensitive 000000000000
00000000000 lockset DO00O0OORacerXOOODDOOOOODOOODOOOOO
0000000000000 LInux®® 000 100000000000 COOOOO0O0O
0000000000000 0000000000000000000000000000
00 00LOCKSMITH!® O correlation 00 D0 0000000000000 00O0O0O
000 lockset 0OOOOOLOCKSMITHOODOUOOOOODODUOODOOODOODOOOO
0000000000000 0000000000000000000000000000
000000000000 000000000000000000000000 20000
00D00D00O0O0RELAY ' O flow-sensitive O lockset 00 D0 O0OORELAY OO DO OO
0000000000000 0000000000000000000000000000
000100000000000000LInux000000000000000000000
0000000000000000000000000000LP-Race’® 0000000
000000000000000000LP-Race 0000000000000 joinODOO
0000000000000 0000000000000000000000000000
000000000000000000000000000000

00000/0000000000000000000000000000000000
00D0000000000000000000000000000000000 CheiO0O
0000000000000 0000000000000000000000000000
0000000000000 000000000 CheilOOOOOOOOOOOOOOOO
5.2 000000000

0000000000000 000000000000000000000000000
ooooog

Crocus® OO0 Valgrind®® 0000000000000 0O0DOO0O0OOOOOOOOO
0000000000 CUO0D00DU00000D00DU00D00D00DOoon4d
U000000OOCrecus U0D 00000000 DOO0ODOOOOOOOOODOOODOO
0000000000000 000000000000000000000oooonoon
DRACULAY 0000000000000 O0OO0O0O0O0OO0O0O000000O00O0O0n
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goooooooDOoOOOOODRACULAOOOOOOODOODOOODODODODODODODOOO

goboobobgoooobooooboooobobobobooboboobobooboo

DRACULAODOOOOOOOOOODOOOOOOOOOOODOOOOOOOOOOOOD
O0000000000O000DRACULADOOOOOOOOOOOOOOODOODOOOO
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goooboooodoooooobooooooooobooboooooooboooooooooooo
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0000000000000 0D000o00o0o0oo0o0oooooDgn CheidOOd
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