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Experimental Study on Individual Gain and
Cognitive Structure in
Information Security Measures

Avako Komatsu, 2 DAISUKE Takacr™
and TsuToMu MATsumoTo™

The information security measures are indispensable to use the secure net-
work. Though the information security measures have been promoted from the
aspect of management and technological measures. However, it is reported that
the entity who has to do actually does not carry out the information security
measures. It is thought it is effective to clarify the mechanism of the individual
decision making to solve this. As a result of social survey, it was understood
that the gain structure adjusted to the measures execution intention though it
was not able to explain the assumed situation. It also observed that a specific
cognitive element has influenced the execution intention.
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Table 1 Type of social dilemma.
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Table 3 Incentive value, understanding level and rate of C/D.

RHDREE(n=4164) J2HB R (BT [ (A BN

OB 1169 1779 167 157

CEahELAEEDIRD 1841 1799 860 891

EHEANELAEEDBAIIL 647 496 1753 1685

DB 507 90 1384 1431
000000000 Vol.51 No.9 1711-1725 (Sep. 2010)

& FEAREO FRRRE ETIER BT
3714 1580 69 1682 383
g | pafE | RAEE | P | POl | BBE | P | PAfE | SEE | P | DAl | RAEE | T | PAE | RIE(E
4G 5266] 5000] 5000] 5060] 5000 5000 5665] 5000 5000 5376] 5000 5000] 5563 5000 5000
K 3343 3000] 5000] 3510] 3000 5000 3728] 3000 3000 3267] 3000 5000] 2881 2000] 1000
t —1917] 1000l o0oo] —1550] -soo[ o000 —193s] -tooo] o0oo] —2ros[ 150 000 2581 —2000] 000
c 078 070 078 082 080
D 022 030 022 018 010
AG:Fig, KFAEIRL, 1 FEAE oHHERE DIFHHESE
04 000O00DDOOOODDOOO
Table 4 Rate of C/D on incentive value of 0 boundary.
2F <0 t=0 0
n 3714 2131 1007 576
K-4G [FHE 1917 -40.71 0 2701
PRIE -10 -40 0 20
=4E(E 0 —20 0 10
E# | BE |['FHE| EH | 35 |FHE EX | S |FTHE| EH | 35 |THE
C 2885 078 -218] 1769] 083] -4131 7200 071 0] 396 069 2586
D 831 022| -103 362| 017 -387.76 287 029 0 180]  0.31] 2951

tFERE CHHHE D FRHE

(© 2010 Information Processing Society of Japan




1719 O000O0O0O0O0O0O0O0OCOOO0O0COOOO0O0COOO0OOO0O0GCOOO0

05 O00000000DODOO
Table 5 Relation of incentive value and cognitive element.
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Table 6 Result of quantification theory type 1 on incentive value and cognitive element.
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Table 7 Recognitive types and rate of coorperation.
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Table 8 Result of regression analysis on intention.
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Table 9 Jaccard coefficient of each cognitive element.
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Fig.6 POSA diagram of cognitive elements.
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Table 10 Elements not on POSA diagram.

EXNOLEE S EPNESIPN

147 EH

DT DEH tE

1 52 1.3 42 80.8
5 57 1.4 45 78.9
7 47 1.2 41 87.2
8 184 4.5 139 75.5
15 42 1.0 20 47.6
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