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Trust Framework for Identity-based Cryptography
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and E1j1 OkaMoTo!

Identity-based cryptography is approaching practical use by recent results
of research. However, there are still many problems for practical use. One of
the biggest problems is establishing trust. In the case of multiple Key Gener-
ation Centers, the problem how users trust Key Generation Centers, has not
been resolved. In this paper, we propose trust framework for identity-based
cryptography, including trust model, issuing/generating policy and practical
statements. Proposed framework can establish trust in identity-based cryptog-
raphy.
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Fig.1 Requirement for trust architecture in multiple KGC environment.
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Fig.2 Services on identity federation.
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