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Policy Description Language for Authorization
Using Logic-based Programming
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and HIDEHIKO TANAKAT!

Recently, with the impossibility of eradicating the vulnerabilities of informa-
tion systems, we must prepare for the occurrence of the security incident by the
multi-layer defense called Defense-in-Depth strategy. In the multi-layer defense,
it is important to authorize accesses in fine-grained granularity to compose each
layer effectively and many access control models are proposed to follow them.
However, policy description languages proposed so far cannot express the mod-
els appropriately in proper granularity. In this paper, we propose a policy
description language which can designate many kinds of conditions for access
control like dynamic status of application process as an element of decision data,
and implement it in Datalog. Using the proposed language, we compose the
policy of SELinux which is a major implementation achieving the multi-layer
defense, and we confirm the advantages of the proposed language by evaluating
the validity and the expressiveness.
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