00o0oooooog Vol 51 No. 9 1591-1599 (Sep. 2010)

gooog

1591

gobooooobuobuoooboon

O O O oOf?
O O O ot

0o o o oft
O o o ofs

oooooooooo pCOO0O0O0OO0O0OOOOOOOOOOOOODOOOOO
goooooooOo0o0ooO0o0O0O0oOO0O00OOO0OO0OO0O0COOO0OO0O0b0O0O0O0O0
00oo0o0ooo0oo0ooO0ooo0ooOooPpPCODOOOODOOOOOOODODOO
gooobOoOo0o0o0oo0o0ooooooooOoOoooooOoOoOobOOobOOoOooooOoDOoOoOoon
oooooooOoooo osooOoUoooOoUOoooOooooOoooooOoooDOoO
gooooooooooOoboOoOo0oOoOoOoooooooooooooOoObObOboOOg
gooooooooooooOoOoOoOoOoOooooooooobobOOOObObbOOOo
goooo0o0o0oooooOOo0o0oooooOooooOooboOOoO0OoooOoDbOO0O0bOobOO000Dn
goooooooooooooooooooooooooooooooboooOoOog
gdooooooooooooOobocoOoOooooooooooooooOoObObboOoOo
goooooooooo

A Bot Detection Based on
the Repetitiveness of Intrusion

TAKAHIRO SAKAIL T KEISUKE TAKEMORIL,™? Ruo ANpO'?
and MASAKATSU NISHIGAKI™

Due to bot’s sophisticated techniques for hiding itself, it is difficult to dis-
tinguish the bot’s malicious process from legitimate process. Hence it is quite
essential for bot detection to find bot’s inevitable behaviors. The bots are re-
motely controlled by commands sent through the Internet from a bot-master.
This means that these bots have to stay alive themselves in PC so that they can
await for further commands from the bot-master. In other words, for almost all
bots, intrusion into system directory and registration themselves to auto run
list are key functions which they should equip. Therefore, a clever bot, which
has both intrusion and attack behaviors and separate them according to the
execution environment, will exhibit again its intrusion behavior as long as its

environment is restored to pre-intrusion state. Needless to add, a naive bot,
which simply iterates intrusion and attack behaviors, will always show its intru-
sion behavior. Therefore in this paper, we focus on this characteristic of “the
repetitiveness of intrusion” as a bot’s inevitable behavior and propose a bot
detection scheme to utilize the characteristic.
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Fig.1 Repetitiveness of intrusion by a clever bot.
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Fig.3 Repetitiveness of intrusion by a legitimate program.
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0o0oo0o30000o0oooooo0000ooDoo40000~0000000000
0000000000000000o Db ooooooooooooO0O0o0oo0ooooooo
gobobooooooooobooooOoooOooooyOOOODOODOODOOODOOOOO
00000000000ooooooooooo b obooooooooooooooooo
gobooooooooooooooobbooobob400o0oobDbOObbOOObOOoOoDn
goboooooooooooobooobooooooboboooon

00000000000 «00oooooooooooobobooooogpOoOoy0O00O
oooooOooOpO000000 00000000000 eboooooooooog
Oo00oooooopOd0d0O0OOOOOO0000ooDOoOD «ODO0O0OCOO0O0O00Ooo
oooooOopCOO0OO0OOOOOOOOODOOOOOOOOOOOOOOOOOOOOO
00000000000 000000000000O00 PCOOOOODODOOOOOO
gobooooobooooboooboooooooobooboobe2000bOO0ObOOOO
Opo00000000O0O00000O00DO0O0000O0OOO000OOOO0000O
000p00 0000000000 «00000O00OD0OO0O0OOO0OOO0ODOOO0OO
O00ooo0oooo0ooo0ooo0ooooopPCO00OOOOOOOOOOOO
Udb0cebOO00OO0OCO0COO0OOOOOOO0OOOOOODOOOOOOODOOO

goboooboooooooooboooboooooobooooobobooboOooobOoboOoOooo
00 OSOO0000OOoO0 APIDOOOO0O0OCOOODOOOOOODOOOOODOOOOOOn
goboooooooooooboooobooooboooboooooooboobooooboo

00o0oooooog Vol 51 No. 9 1591-1599 (Sep. 2010)

6. O g

6.1 0 0OOO

ooooooOOoO0oU0O0O00oOoOooOoOOO0oO0oO0oO0OOo0OoOoooOoDODOOooOooOo
o0o0o00oooooooOo0o0oooUo0oooooooDoooOOoooUOooooooooO
O0O0O0 ArPIOOOOCOCOOOCOOOOOOOOOUUOODOOOUODUODODOOOOOO
0000000000000 ProcMon'® 0000000000 O0OOOOOOOOOO
0000000000 oooooooooooooooooooooooogg
e 00D OODO

e Run 000 HKLM¥SOFTWARE¥Microsoft¥Windows¥Current Version¥Run

HKCUXSoftware¥Microsoft¥ Windows¥ Current Version¥Run O O
e 0000 0OHKLM¥System¥CurrentControlSet¥Services
e I00DDOUIOUIODIODODODODODOOOOO
0000000000000 00000000000000000 Autoruns*® 0
00000o0ooooooooooooooon

e JIIDDODOOOOODO
e JIOIOOOODODO

00000 ~0000000000000000000000D0O0DOO0O0ODODOO
00o00do00oo0ooooooo0ooooooPCO00 «O00OO0OD0DODOOODOODOO
0o0oooobooooooooooooo

0oooooooooooooooo0oOoOoOoUdoooooooooooooooooo
000000000 VMWare Workstation6O OO OO0OOOO0OO0OO0OOO0O0O OSO
Windows XP Professional SP2 00 00O

6.2 0 0O0O0O

o0ooo0oO0oOo0o0oUoU0ooOoOoOoOoDOOO0OO0OO0O0U000DOOoOoOoOoUoOoOooOooooo
000000000000 CCC DATAset 2009'” 000000000000000O00O0O
0000000000 0000O000000o0ODO0o00U0O 14900000000000
0000000000000 o0oDO000ooU0o0oooooUooooooDooooooon
00000Do0o0o0o0U00ooooo00ooooo0UooDoooO0ooooooooo
gdooooooo00o0oO0oOoO0OOoOoO0O0O0O0O0U00UO0UOO0O000O0OO0OODUOODOOOOOOog
oooooooo

(© 2010 Information Processing Society of Japan



1597 O0000O0O00000O0O0OO0OO0O000OO0

01 000000
Table 1 Experimental results for bot detection.
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Table 2 Experimental results for false detection.
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