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Proposal and Evaluation of DF System with

Boot Control Function against Unauthorized Programs
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TETSUTARO UEHARA? and Ryorcur Sasakif!

In recent years, society has become more dependent on information tech-
nology, and so there have been more cases of digital data used as evidence in
courts, etc. Since it is also predicted that there will be more court cases in
Japan, we expect it will become important to secure digital data that is legally
admissible in lawsuits. With this background, the authors of this paper have
been developing a Digital Forensic (DF) system that accumulates the operation

contents of a PC in a standalone environment as log data and also prevents al-
teration of the log data, even by those who conducted the operations recorded
in them. Although traditionally, no illicit alteration to the program has been
assumed. In reality, however, this assumption does not necessarily hold true.
Therefore, we propose in this paper a DF system that enables programs to start
correctly and prevents tampered programs from starting with APIHook func-
tion and the Trusted Platform Module and its related program. Moreover, we
report the results on the functional experiments of the proposed system using
the proto type program. The method in the proposed system can be used to
control unauthorized programs not only in the DF system, but in other systems.
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Fig.6 Attack trees.
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Fig.7 Threat against the Dig-Force2.
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Fig.8 Flow of boot control.
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Table 1 Measuring environment for signature operations.
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