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A Coding Scheme Using Matched Filter
Resistant against DoS Attack to
PHY/MAC Layer in Wireless Communications

Ryuzou Nisui, ™t Yosniakr Hori'?
and KOUICHI SAKURAI'?

In a wireless communication, there is an essential issue. The issue is that
wireless communication channel is open in the range where the radio signal
can reach. This means that wireless communication is sensitive against DoS
attack in PHY/MAC layer. We propose the approach using matched filter in
MAC layer as a countermeasure against DoS attack to PHY/MAC layer. We
use a random number as a message distribution key of matched filter. We an-
alyzed the probability of receiving the forged message, and the probability of
missing the legitimate message. As result, in home network, we have found the
two probabilities are less than 10~9. This means that our proposal mitigates

the effect of DoS attack to PHY/MAC layer to the level of a wired channel

(Ethernet).
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Fig.1 Overview of proposal method.
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Avt—3 ‘A’B‘

BT
tih

Aytr—
[.TRes

hrya) AXay

03 O0000O000O0OO0O0boOooo
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Fig.5 Receiver-side timing chart.
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