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Constructing Method of Knowledge based
Network Management Support System

KazuTo Sasar,! GEN KitacaTafl
and TETSUO KiNosHITAT!

The constructing and utilizing methods of knowledge in network management
support system are proposed in this paper. It applies network administrator’s
experiences and heuristics, as management knowledge, to intelligent support
for treatment of network infrastructures. The proposals are evaluated by some
experiments using an experimental network system.
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Fig.1 An overview of prototype AIR-NMS.

P S, BEICIIFOE 7 v FMEHRS SNMP-MIB, ¥ —E 200 7T 2 (585
M35, FAIR IZ%y M7 — 27 OBEREZ B, ERGREEZ 7 7 —L4 8 LGRAIT S
flt, v b7 —7EHED S OERIIGZ T, HWESW - ML L THRET 2, K-AIR 1
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LREZ RBIL T2,

-AIR & L THRS A EREIRE LT, FX T * A b & RDF/XML O At X
hTws, #lziE, v 7 5HIE Syslog(UNIX % LINUX IZ8 ) 2 a2 v ZHEE) o &
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e AIR identification Knowledge (ID) — I-AIR DA+, ¥ A 7 & 5%

e knowledge about Information Resource (IR) — {EHEID ¥ 4 7, FHEHEI, BRFE
e knowledge about periodic investigation process Control Method (CM) — f&#INfS

70 & 2 DFHTT % IS 5 25D Ak
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BITH 5, T-AIR ORIE, WH D%y 7 — 7 B2 HE§ 2 BE2HE - o2 F1P
CMZHBLTEKETLIENTELEVIRHTDH S,

BTl FAIR FFICEI 2, RRIZT 2 REB2 > Toiedd, oMo ER L
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WIS 2, BIZIEIP 7 LAY —EAMR, 751 A A Eoti@ziid,
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XML Bl% Flv Takat L2 i T-ATR OBl Z 7R d, ##i T-AIR 3% v b7 — 7 FHHEP
i AIR 6 DEHEERERISN LT, ZHICFEK L7256, RT3 Rohh» 6, 8
RENIAFRICBLE T 2 W2 BN L TREET 2. ##Y FAIR O P CHEHIERERD X v
=Y PAEINLHT, TALHEOF Y b7 — VBB 2 EHRETTRE L 2 %,

2.2 K-AIR

7 by AT AT LE LT, K-AIR ERICHEBRICEI S 2 8% IcRGh L, B
ERABOMR T 0L ZFRD L) ICETIMEENS ¢
(1) Cause assuming — FH I NIAERD» SE SN B HERZRET %,

(2) Cause diagnosing — IRFZMREET 5 R DBZW 2TV, BERROME 21T,
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Table 1 Examples of implemented I-AIRs.

No. | Name (Role)

1 Network Disconnection detector
2 NIC configuration failure detector
3 SPAM mail detector

4 MSBlaster attack detector

5 Mail send/receive error detector
6 TCP/IP stack failure checker

7 NIC configuration failure checker
8 HUB failure checker

9 Router failure checker

11 DNS server process checker

12 SMTP server process checker

13 POP server process checker

14 DNS connection checker

15 Network route to host checker
16 Kernel information checker

17 Lease IP address checker

18 Mail server error checker

19 Number of SPAM mail

— I-AIR-No.15
(ID  :airid
:workplace id
:task id

(IR :info type
:path
:format type
‘time

(FI  :failure name

:check name
:check string

:check info

:arguments

:trigger info

(CP  :protocol

— Static I-AIR

(CM :method name

“i-air@w1:pcBl.example.com”

“wl:pcBl.example.com”
“0123456789”)

“ping_result”

“stdout”

“text”
“2010/01/01/00:11:22)

“NIC_problem”
“Ping_NIC_pcB”

(“100% packet loss”
“Destination net unreachable”
“TTL expired in transit”
“Ping request could not find”
“unknown host”)

(Cliexit “yes”) )

“ping”

(="

oy

“172.17.1.2”)
(TTL:interval “600007) )

“Inform — failure Protocol”
“Report Protocol” )

2 I-AIR OAGEEEH (No. 15)

Fig.2 Knowledge example of I-AIR (No.15).

<? Xml version="1.0"encording="Shift JIS"?>
<subnet>
<subnetName>Subnet A</subnetName>
<addrspace>172.20.2.0/24</addrspace>
<firewall>active</firewall>

<server>
<service>SMTP</service>
<name>smtp.a_lab.example.jp</name>
</server>
</subnet>

<domain>example.jp</domain>
<gateway>172.20.2.1</gateway>
<adminName>Mr. Noname</adminName>
<adminMail>noname@example.jp</adminMail>

<ipaddress>172.20.0.2</ipaddress>
<process>Postfix2.1</process>

® 2 EHOEREROEG
Table 2 Example of static I-AIR.
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(3) Measure planning — & S N RER KD S HREZHET 5,

LR 3D T u L AICHE I NS HFEEE & LT, Symptom(fEiR), Causes(BEHA).,
Diagnosis methods(Jf KW FiE). S R D RIE). Mea-
sures(FREEMIRNE) O 5 FHDOAGRERE 2B R T 5, AETIE, K-AIRDOFKGFHE LT, €
TIAL S T FEE IR ITICE > T, Flid & 7z 5 MO AR Z AR L 3 RO AR IR 2
MR %,

e Ksc (Symptom, Cause) — ¥R I N7HERD & FEFRAOHEE 2179 FfFIcB 7
2k, Fio, R EEE I N EELRE L offlic k> TRBLE NS,

e Kcp (Cause, Diagnosis method, Diagnosis report) — #E& & 72 5K 2 &
T2 LDBWITEICE T 2 55k, FEFREIZOW O E . Z DTN, MEEak
DL LTEBLIN 3,

e Koum (Cause, Measure) — i S L7 BEEF R % E § 2 2O EERIRE O F
ENCBT B AER, REERE EMEROMIC L > THRBizNn S,

B 3 iIcitid & 17 K-AIR Ol 2R d, Bk S sz ity 2Pl LT, &4
¥ XML & XPath Z 272, Ksc I28\WT, Symptom (FEER) (X8 M symptom’ & LT
FHEN, T 2 TIHEMAEE LT (7unable to send mail” ) 2MEMI I 11T 5, Cause(fE
JRIA) 13285 <cause> & L CTHRBII N, MEINAJHK L LT ("unable to name resolve”,

"network connection failure”, ”over sendable size limit” ) 2% <cause> DNE & L THHE

INTw3

Kep I2BWT, Cause 3@ cause’ & L TEREI N, ZofdE LTHITI
able size limit” ) &7 >T\w %, Diagnosis method(ZWi/ii%) X, B¥E <dm> & LT
ﬁﬁ?ﬂ\Wﬁ&bf%%@%@:?yP<p>@%ﬂﬁﬁﬁ?hfwéoC:Tu\%
WD <p> & LT, "request #//sent mail size# from Fsource#” 23atib I 4, N
£oT7 947V FD LAIR 53R EX =LA MG ENS, £ 3BEHD <p> T
1%, 7true(#//sendable size limit# -1t #sent mail size# i & > T, KEEWHE X — L+ A
REFEBINIA—NDY A ZADBWIRIND, TIT, #...# BEHETHY, -AIR ®
flid> K-AIR %6 (KUS, FUS) Z W TR S Nl NS 15, HlTld, "#source#’
WEFA—=NT7 7472 D L-AIR @ ID 23MRUA S 1, #sent mail size#’ 1Z1E #source#’
L DEHF I NIEEF I N A — VDY A AR A TN S, Diagnosis report(ZWifGHE) 1328
FE<dr> ELTREIN, ZOARL L BHHET v 7L — Mosidid s g, ZWids
Ty 7 L= RBETE L ARICEREGATE D, BHi 7 1R RICE TG S A iR

Diagnosis reports(i2

I (7 over send-
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BRAT N, BWRERE LTRSS,

Kem 128V TIE, Measure(FEFMRE) 3UHE <m> & L TEBINTE D, BRET
YTLU—FBZOWNRELTREENT WS, BBRKT v 7L — b EREHEZEATE
D, X SICZIUSMA T, IR (H3(1)). & X AP 350 (19 3(2)) ASabhe &
oTWw3,

ERICR L KBl Z v 2 500, JERERE QLG 3 SRR BT BN 22 SR
. EERNBEIEEZ KT 2 85I TE 5, JHUCE > T, 08 - S N AR IE
FIAAREZR b D L% D AIR-NMS ICE I 2 HEREM, BAICE T 2 MEEAH Z2 KR
THILENWTES,

3. ihERENEDERET

AETIE, AIR-NMS 281} % AIR O BHHEEICOWT, 2 OGEHI2IEICHIT 5,
WhaREHE & LC, MMt 2 2819 5, %y b7 — 7HEER FAIR) &2y P —
7 EHAGL (K-AIR) BMIOMAERERZ2 T %,

3.1 AIR H®DOEAEEMR

BIECTHIAL 72 K-AIR 3% v b7 — 7 HHF IR RERALE L5 2 508, Zhz
12 51203, I NIRRT (Kse, Kep, Kom) 2SHEUNIERS N, Z L TAKINS
DERH L, RKI2INSDTREL AN %y b7 — 7 EHE IS CEEED R THN
. S5 DWMIFEHFICE > CTHABY Tl AL, Mt KEAAaHZMWE L L L
2, INEMBRT I, FAGKLSZ ZNENAEEFEREL K-AIR £ §52 LT, 2
No2H ML L, FEkE AT 5 2 LT, BEOMPNEZFR L., 4 DRIz E VT
ZNERHLVWLZELEZARELET S,

B 4 13 K-AIR Ofli#fIzz£d, T, (Ksc,Kep,Kem) 28 K-AIR & L THERG
fbeh7cdb D% (Kso-AIR, Kop-AIR, Kom-AIR) L L T3, K-AIR D& 5 A 7%
7—7 7L —Z (AIR OEfEERE) ETiEE kS, 2ns o AN (Tabb i
FEE) ZTIREL T 20D R v =P REABA, X v -z iitsns,

B 513 K-AIR D X v 2 — Y RIEADEAKTH 5, KFTRINTwE LT, Z
T SHHD X v & — (Msg-S, Msg-C, Msg-1) B5HFHENT 03, A vE—TIcE
I 2 RBOFHMIILL T oMY TH 5,

e Msg-S — ZORFEWIIEELZK 2 AIR-NMS ICKIFT 2BV 6D X v 2 —

PR THY, BHEICIZA VY 7 2—AD 5D AN E 1, -AIR 75 OREERE
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<sc symptom="unable to send mail”> Example of K.

<cause>unable to name resolve</cause>

<cause>network connection failure</cause>

<cause>sendable mail size over</cause>
</sc>

Example of Ky
<cd cause="sendable mail size over”>

<dm>
<p>request #//send_mail_size# to #source#</p>
<p>request #//client/mta/servername# to #source#</p>
<p>request #//max_mail_size# to #//client/mta/servername#</p>
<p>true(#//ax_mail_size# -1t #//send_mail_size#)</p>

</dm>

<dr>
A size of sent mail, #//send_mail_size#B, which is sent by
#source# is over a size of sendable mail, #//max_mail_size#B,
which is set to SMTP server #/server/mta/name#.

</dr>

</cd>

! (1) Information request destinations I_
7

<cm cause="sendable mail size over”>
<m>
SMTP server #//client/mta/serverngjme# can change settings,

because its OS is #//host/os/name@//client/mta/servername#=
(CentOS,Fedora) and its MTA is #//server/mta/name(@)//client/
mta/servername#=(Postfix), by following operations:

</m>
</em>

(2) Conditional statements ‘_ Example of Ky, —

B 3 K-AIR Ot
Fig.3 Description examaple of AIR-NMS.

KAV NZERTH 5,

Z I 7T, <task id> BEEZW Y R 7 OFAITFTHD, HEYAZICL=—7I1CEHDY
Tot, K-AIRBTHEIN, Y A7 OEEFETZH I EPTE S, <symptom>
IFREER L OERE R L. AIR-NMS BEia a0 k% 2 39 Th 5, <source> &
EEOBHINFA VL, 2y P T — T4, %L(iIPTFVX%&T <detail
info> FEHHIC Lo TANINAFREETHS 2 Lo TV S BEMIRICERYOH
Wz LT,

Msg-C — FREINZFEHIC OV TOBWHKEZITI DA v = HThbh,
IZ Ksc-AIR 725 Kep-AIR £ 721310 Kso-AIR NAFT7a— F¥ v 2 FEEE N
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35DTH5, £, DAy L= Kep-AIR 705 Kon-AIR ~DfFHRENR
EREZTIBIC VNS,
T 2T, <k-air id> 13 X v £ —PRETLD K-AIR OFNTTH H. K-AIREH L <
X -AIR LD D L DITBWWT, BERPLZOMhosifie L CHAZIN S, <cause>
. MESINZFRICEIT 25did2 R L. KEZW B X CREREDREZ T Bo
F# L%, <source> IF, Msg-S X DiKZ N5, <cooperator> 1, REMRSY
A7 IZBWLTRER S NS L Tw 2 K-AIR DOkl T, <detail info> Msg-S
D & K X 2 U L
e Msg-I — Kcp-AlR 12 & 2 FHZH, 8 X0 Kom-AIR I X 2 fRPEETEE DBRIC AT
LI N3 EHE I-AIR Rflo K-AIR IfVEh¥ 2 A0 REHATH Y, Tic7uo—
F¥x 2 MEATREINS,
Z 2T, <k-air id> I& Msg-C L [[AETH %, <request info> I Kcp-AIR L <
1 Kem-AIR 23038 L § 2 [FROFHMTH D, T k> TLAIR D6 DJEE 214
%2 EINTE S, <destination> 13, ERINLEFREFROTNAZDIP 7 FL R
FRFR N AERFETEHAICHVSN S, FAIR MEHRERD X v & —2 2RI
0. 7D <request info> H X O <destination> 23— L 725&12, -AIR 1 EERICIG
ZL T, <kairid> TRENA v £ —PRETLANAT THEHRZEET 3,
bl 2 v =P HAEH W ZHET, K-AIR 13215 ORIOBRN: % BEEZW ¥ 2 7126
CTC, 7232y P 7 =27 REOZIIE U THRIKICEE L 20y 6 BEMRRIIEZIT) 2 L3
TEbEEZoND, 61, LEHom#ElE, 203tA o 7nwAz 7o —FXxy
A P AFRIC K > CUFNCETARETH D, 2y P —JEEMRICB T 2#Hm 7T n e R %
SHEE L, Rl T I —Y 2 v MREICB L TOIRINICETT 2 EN R E 2 5,
3.2 EMERREES & OFFTHE
ARG TR HFHE DB TFE L HES AT LI o0 THT 3, #AfEv 25720
FREF, Yz PRV P X 28 OHAAEEER T oMY 2 b
7L =547 —2Th% ADIPS/DASH? B ECfio7c, S AT LDA v 8 72— 2R
BLUOBEERREZ R LEEROR 7 ) —v > ay 2B 6 I0RT, 2v b7 — 7 &g
D, Ry P =7 I REPREEHALGE, K64 LIORTRESHERS v 72—
2%HAWT AIR-NMS I 2k AT 2HNTE 5, BESHEROANIZ, FTHEALZ
N FEERER (Symptom) 3 & FEFEFEARE T (Detected site) 2 AL, Z DREFMIMEHR
(Deatiled information) & L CHiIRERZEEANT 2HNWRETDH 5, AN IN7ER

Vol.2010-DPS-144 No.11
2010/9/18

S :Symptom

C :Cause

Dm : Diagnosis Method
Dr: Diagnosis Report
M :Measure

K - AIR

Workplace

"
(Integration and Utilization
of Management Knowledge)

Kep - AIR
- AIRg| Workplace

Organization
(Acquisition and Utilization

of of Device Information)

/ Kewr - AIR
Kem - AIRy Kem - AIR2 Kem - AIR3 Kem - AIR4 ’KCM - AIRs l Kem - AIRs Kew - AIR7 | Workplace

s y

I-AIRs

B4 K-AIR ot
Fig.4 Description examaple of AIR-NMS.

(Symptom, Detected site, Detailed information) 1%, % #1Z 4UHiffi & X 1172 Msg-S
WIREF TH 5 (<symptom>, <source>, <detail info>) ICHEDIAF T, FRFZMWILIRK
Aye—2t LTAIR-NMS NEfFEN 2, SR -7 ATR-NMS &, ZHiZRic
HOWTARROMMALZ T, BEEEICBET 2RIZED. ZNS2WREE7T v AITE >
THEGE L 78, IR EWRZ ML T, BEESHEREE L, BiskoRz2iT), K67k
TWRRLZZD2DT7 4 v FUDON, FITR L d OWREZBEE (Report of diagnosis)
THYH., TIRLIT 4 ¥ FYICHISEDIR ST 2, SR INEHRNT, RFET
NINTETDT v 7V — b DEEFRIGENMERS AT STV 2 HE§HTTH 5,

X 6 DEERGEICE T, K-AIR #f & U CREERR %2R 3 4%2E%E S(Symptom) 12 un-
able to send mail’ Z M\, fE S N3 K C(Cause) % 20 i, JFHKZ W D(Diagnosis
method) % 20 flil, % L THRE M(Measure) % 20 5225 L 7, F7-, -AIR 1 2 T
N7z -AIR B & OEERSFLA I N FAIR 2L 77 v b 7 42— 24 RICEE L TT-
7o K6 TRLIED, SROBIERICE VT, AIR-NMS (3, T-AIR Eic#oii ik
BEWREIE 2 IEMEICEE L, BT ONIHBMERTE S, Lo LENS, SROE/EFER
T, TAIR LiZE2 N fEHIE, & ETHRAMPEH LR L boTH Y, Fhc
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[STEP 1] | [STEP 3a]

'
H Kep- AIR Information request
Msg-S Msg-S H BREES

o)™ > (< T |
Ksc- AIR : _>

'

'

'

'

'

Diagnosis request Diagnosis request Ko AIR [T reduest
(Request-base driven) (Alarm-base driven) B [STEP 4]

Ksc- AIR Msg-C Kep-AIR | == ===~ > [ Kew- AR I
_________ > Msg-C
iagnosis S Kep- AIR u
Diagnosis request CD [STEP 2] [STEP 3b]

Msg-S ::= <task id> <symptom> <source> <detail info>*
Msg-C ::= <k-air id> <task id> <cause> <source> <cooperator> + <detail info>*
Msg- I ::= <k-air id> <request info> + <destination>

5 Xvt—IHROER
Fig.5 Definition of messages among AIRs.

ZHRFFLZD, WHLAD 270 22N L, Zn2dry bV —7 LOBSRICEA
L 72 IRECOEIEREEIE, SHROMETH D, BUEFHEZED TV 5,

4. HEbH b |c

AfETld, ARAELE Y b — 7 HIY R T LA OTREEOBGEER] & LT, REEINTREIR %
HO7ety b7 =28 AT LIZ20 T, ZOGWES AT LDFKEHIDWTIER, I 51
BifERREEG] & LT, I NAES AT L DEIEICOWTH L 72, 3 25 L 08
Bk, v b7 — I LoRBIERE . Bl - RSNy b U — TV EEBRRICET 2
ARRPMHAEMEH L, SR BISE RSN H 2R L, SBOFEE LT, BIfEHER
FRBLTO2IREICE T 2 15HERZ 88 Lo S T 2 51k LAlG X ¢ 2 BERE 2 R
L, ~BLZEYATLE L TOMEZFBRBEICHI L 2 CRGET 2 L & bic, Z DRl %
BFET 2250 TH B,

2 £ X M
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:— Detailed information

Execute diagnosis

A A2
A AT, PHEENBMTATRESNTL DR ETHE A — L XERBBLTLIS.

KedAIR 200912090447257 w3 takahashi-PC
TSH{ERTHEX — L 4T
c-B12134(E L1 5t — LO){ X 2500000 B1F, SUTPH 1§ sv-X subnel sxample.com (OTA Posti| SRR NTUIS
| {EaTH 131 X 2000000 8 FABELTL1D.

| Present a counter measure =
|

=) X328
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