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In this paper, we present the customization facility of virtual machine with
fault injection function, FaultVM, to integrate new device models written in
SpecC into FaultVM. We have been proposing FaultVM which employs the
fault injection facility based on the virtual machine environment QEMU. Fault
injection facility using virtual machine technology allows to verify fault toler-
ance function in high-availability systems by injecting the fault into the hard-
ware emulator of a virtual machine. We adopt SpecC, the system description
language, to describe the behavior of devices. The simulator generated from
the description in SpecC is linked and integrated into FaultVM. It also makes
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the definition and injection of fault in the devices flexible.
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interface CPU_IO {

unsigned char loadl(unsigned int addr);
unsigned short load2(unsigned int addr);
unsigned long load4(unsigned int addr);

unsigned char [ ini(unsigned int addr);
unsigned char 0 in2(unsigned int addr);
unsigned char [0 in4(unsigned int addr);
void storei(unsigned int addr,
unsigned char data);
void store2(unsigned int addr,
unsigned short data);
void store4(unsigned int addr,
unsigned long data);
void outl(unsigned int addr,
unsigned char data);
void out2(unsigned int addr,
unsigned short data);
void out4(unsigned int addr,
unsigned long data); O
};

interface CPU_INTR
void irq_assert(unsigned int irq);

};

channel CPU_COMM(CPU_IO devl, ... )
implements CPU_IO {

unsigned load4 (unsigned int addr) {
if (devi_range_is_ok(addr)) {
return devl.load4(addr);
¥

}
void store4 (unsigned int addr,
unsigned int data) {
if (devl_range_is_ok(addr)) {
devl.store4(addr, data);
}

behavior CINTR(CPU_INTR intr)
implements CPU_IO {

void irq_assert(unsigned int irq) {
/* interrupt to CPU */
}
¥

behavior DEV1(CPU_INTR intr)implements CPU_IO {

unsigned long load4(unsigned int addr) {
. /* CPU reads from DEV1 */
}
void store4(unsigned int addr,
unsigned int data) {
. /* CPU writes to DEV1 x/
¥
void main(void) {
while(1) {
waitfor(duration);
intr.irq_assert (INT_DEV1);
s
};

behavior Main(void) {
CPU_COMM Comm(Devi, ...);
CPU_MODEL Cpu(Comm) ;
CINTR Cintr(Cpu);
DEV1 Dev1(Cint);

int main(void) {
par {
Cpu.main();
Cintr.main();
Devl.main();

}
return 0;
}
3
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