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Detection of Session Fixation Vulnerabilities
with Session ID Monitoring

MasaTakA Utsumr, ! Yusr Kosucafl
and KenJy1 Kono 112

In recent years, session fixation has become one of the most critical security
flaws in web applications. Session fixation is an attack technique that forces a
visitor of a web application to use a session identifier (SID) that the attacker
prepared. After the visitor ' s login, the attacker can masquerade as the visi-
tor by accessing the web application with the SID. It is well-known, effective
technique for preventing session fixation to assign a new SID each time user
logs in. However, many web applications in the real world do not properly
accomplish the prevention technique. In this paper, we propose a technique
to detect session fixation vulnerabilities in web applications by monitoring the
change of SIDs before and after a user’s login. Since our technique performs the
checks web applications without requiring source code of the applications, it is

useful for check legacy web applications already running. In the experiment,
our system successfully detected vulnerabilities in our original test cases and in
a real world web application.
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pbb2mysqlsid 0000000 O0COOO phpbb2mysqlsid00000C0O0O0CCCOO0O
gobooboooobooboboobooboboobooboboooboobobobo
gobooboooobooboobobooboobobobooboobobobboobooo
O00O00D0O000phpbb2mysqlsid 00000000000 0OO0O0OOOOO0O0OOOO
gboobooogoobooboooboooobbooboboooboobooboboubo
O000OOo00oOoO0o0bDOoOOUO phpBBOOODOOOO 306000000000000O
Session Fixation 00 000000OOCO

7.0 O O
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8080

( decision

http://localhost:8888/phpBB2 /index.php?sid=826a38e7176954¢

)

UrlRewritingAnalyze beforeSet: =
variable Name : logout

variable Value : true v g ID#IF 3B B
variable Name : sid

variable Value | 0056281f48cb581ff75e1025548cc84c /

CookieAnalvze beforeSet:

Ld

variable Name :
variable Value :

phpbb2mysql_data
a%3A2%3A%7Bs%3A11%3A%22autologinid¥22%3Bs%3A0%3A%227

variable Name ©
variable Value :

phpbb2mysql_sid
de78bcl0a25d88a85b738da3a%545ac;

variable Name :
variable Value :

PHPSESSID
478aa9f453b667a84378fc69ead29f46

variable Name :
wvariable Value :
variable Name :
variable Value :
variable Name !
variable Value :

ooKkieAnalyze afterset.

phpbb2mysqgl_data
a%3A2%3A%TBs%3A11%3A%2 2autologinid%22%3BsH3A0KIA% 229
phpbb2mysgl_sid

de78bc10a25d88a85b738da3a%545ac;

PHPSESSID

478aa9f453b667a84378fc69ead29f46

UrlRewritingAnalyze beforeSet:

variable Name :
variable Value :
variable Name :
ariable Value :

logout

true 1

sid 3 - P .
de78hc10a25d88a85h738da3a%e545ac] TTILIBROER

L 1EE~3EE CEAEH>TNEL —

variable Name !
variable Value :
variable Name !
variable Value :

OrRewritingAnalyze beforeset.

I9F—EEINLTEE

logout

true YOTREFEITUIZRRIC
sid gL LN

de78bcl0a25d88a85b738da3a%e545ac

CookieAnalvze analvzeSet:

variable Name :
variable Value :

phpbb2mysql. sid Tyl avIDOLE

baeb5c¢59b3e9cffd6b8124fcd07eea2c;

ookieAnalyze analyze:

variable Name :
variable Value :

phpbb2mysql_sid

A
baeb5c59b3e9cffd6b8124fcd07eea2c; :

L <

4

Result
CookieAnalyze:

phpbb2mysgl_sid
L+ Cookie: Session ID(phpbb2mysgl_sid) is n

T EAE DS TULVEL =8

phpbb2mysql_sid

Speculate result SessionlD

Mty arIDTHBEL W

N

RSN HLILERT

06 phpBBOOOOOOOO

ot changed!! |
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