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Privacy Preserving Architecture
for the Service Oriented Router

Koichi Inoue® Shinichi Ishida™ and Hiroaki Nishi'™

Deep Packet Inspection technologies, receiving great attention as a new functionality of
network equipments, inspect the payload portion of a packet, and enables advanced
network management. These advancements of the network equipments dealing with the
application layer enhance the progress to be a service platform. However, privacy
information contained in the application later should be concerned to make it happen. In
this paper, we proposed and evaluated a privacy preserving algorithm, and proposed
hardware architecture. By the proposed method, the data to be anonymized are extracted
by association rule mining. the data table processed by the method is guaranteed to have
property, called I-diversity, and privacy is protected. In data table that anonymized by
proposed method, the extracted data from network packet payload matching the criteria
specified are not processed or generalized, and personal identification by data estimation
is prevented.
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